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PaGouyas mnporpamma aucuMIUIMHBI «Pa3paborTka cpeicTB  3aILHTHI

nporpaMMHoOro obecrneyeHus)» pa3zpadoTaHa HA OCHOBAHMH:

DenepallbHOTO TIOCYJAPCTBEHHOrO 00pa3oBaTeNbHOr0 CTaHAapTa BBICIICTO
o0pasoBaHusi, YpOBEeHb BBICIIEr0 00pa3oBaHMs — OaxanasBpuar, HalpaBlIeHHUE
noarotoBku  09.03.01  MudpopmaTthka W BBIUKMCIMTENIbHAS  TEXHHKA,
YTBEPXKAEHHOIO NpukazoM MuHucTepcTBa 00pa3oBaHus M Hayku Poccuiickoi
@eneparuu oT «12» ssuBaps 2016 r. Ne 5;

[Topsiaka opraHu3allM¥ W OCYIIECTBIEHHs 00pa30BaTENbHOM MEATENBHOCTH IO
o6pa3oBaTeNbHBIM — IIpOrpaMMaM  BBICILEro  00pa3oBaHWs — IIporpaMmam
OakanaBpuaTa, CHELMANIUTETa W MAaruCTparypbl, YTBEPXKAEHHOrO IPUKA30M
MunrcTepeTBa 00pazoBanns U Hayku Poccuiickolt Menepanun ot «19» nexkabps
2013 r. Ne 1367,

Komnerentnoctaot wmoxenu (KM) seiryckaumka OIIOII no HampaBieHHRO
moaroroBku  09.03.01 Mudopmaruka ¥  BBIYHCIMTEIbHAs  TEXHHMKA,
HarpaBieHHOCTH (mpoduiis) BeryuciuTesbHble MAIIWHBI, KOMIUIEKCHI, CUCTEMbI
U CeTH, YTBepKIEHHOH «28» ampens 2016 r.;

bazoBoro ydebHOro maHa O4HOW ¢OpPMBI O0ydYeHHs II0 HalpaBIEHUIO
moarotroBk  09.03.01  Mudopmaruka W  BBUHCIHTENbHAS  TEXHMKA,
HampaplieHHOCTH (npoduiis) BeraucnuTenbHble MallKHbI, KOMIUIEKCHI, CUCTEMBI
U CETH, YTBepKAEHHOT0 «28» anpens 2016 r.;

Paboueit  mporpammel  guUCHUTUTHHBI  «Pa3paboTka  CpeAcTB  3alIUTEI
mporpamMMHoOro obecrneuenusy, yreepxaénnoi B ITHAITY «25» centadps 2015 r.

/
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1. O0mue MoJIoKeHUS

1.1. Ilenp y4eOHOH AHCHUNIMHBI — PACIIHPEHHE U YIIIyOJeHHe 3HAHUN B
00J1acTH MPUHLMIIOB U METONOB pa3padOTKH 3aIUIIEHHEIX [IPOTPAMMHEIX CUCTEM.

B npouecce u3ydeHHs OAHHOH JUCUMIUIMHBL CTYAEHT OCBauBaeT
ClleAyIoIIye OOLIEeKyNIbTYPHYIO U NPO(EeCCUOHATHHYIO KOMITETeHITNH

— CIIOCODHOCTh HCIIONB30BAaTh OCHOBBI IMPABOBBIX 3HAHWH B pPa3IHYHBIX
chepax mestenpHocTd (OK-4);

— CHOCOOHOCTH  paspabaThiBaTh KOMITOHEHTBHI — alMapaTHO-IIPOTrPaMMHBIX
KOMIIJIEKCOB U 0a3 JaHHBIX, UCIOJB3Ysl COBPEMEHHBIE MHCTPYMEHTAJIbHbIE
CpencTBa U TexHonoruu nporpammuporanus (I1K-2).

1.2. 3apaumn yueOHOH AUCHHUNIHHBIL:

— M3y4YE€HHE OCHOBHBIX ITOJOKEHHMH B 00JacT pa3pabOTKU CPEACTB 3allIUThI
IIpOrpaMMHOT0 00eCTIeueHus,;

— (dopMmupoBaHHE yMEHHMH pa3padaTeiBaTh W TPHUMEHSTH CPEJCTBA 3aIUTHI
IporpaMMHOro  ofecrneueHuss C  HMCIOJB30BAHHEM  COBPEMEHHBIX
MHCTPYMEHTAIIBHBIX CPEACTB U TEXHOJIOTMI MPOrpaMMHUPOBaHHS.

1.3. Ilpeamerom H3y4YeHHS [AHCHUIUIHHBbI fBJSIOTCH CJeIyIOlUIHe
00BEeKThI:

— XoU-QYHKIHWU U ayTeHTH(UKAIHS COOOIIEHUH;

— D3JIeKTpOHHas LUU(POBas IMOIITUCE;

— OJ04YHBIE W IOTOYHbIE AITTOPUTMBI CHMMETPHUYHOTO ITHGPOBAHUS;

— CTaHJapThI U aJITOPUTMBI UM POBAHHUS,

— ACHMMETPHUYHBIE CUCTEMbI ITU(PPOBAHHUS;

— Kpunrorpadus ¢ UCTIOIH30BAHUEM SJUTHIITHYECKUX KPUBBIX;

— ©0e30MacHOCTh COBPEMEHHBIX CETEBBIX TEXHOJIOTHH.

1.4. Mecro y4eOHOH AOHCUHMIUIMHBI B CTPYKType o0pa3oBaTe/bHOM
NporpamMmsI

HucruruinHa «Pa3paboTka cpescTB 3alUThl MPOrPAMMHOT0 00ecTieueHHs»
OTHOCHTCS K JucUuIiMHam 1o Beibopy bioka 1 (b1). ductummias! (Momynu).

B Tabmuume 1.1 1npuBeneHBl TpeNIIeCTBYIOLIME U IOCHEAYIOIIHE

INUCLMILIMHE], HallpaBJIeHHble Ha (OPMHUPOBAHWE KOMIIETEHIMH, 3asBJICHHBIX B
nyHkre 1.1.

Tabnuua 1.1 — JlucuuninHel, HanpapIeHHbIe Ha GOPMHPOBaHHE KOMIIETEHIIHH

Ilocnenyromue
HaumeHnoBanue IIpeamecryromue JRom
Kon AHCUHMILIMHBI
KOMIIeTeHIUH AUCHHILIHHBL
(rpynnsl JHCIMILIMH)
O0meKy/IbTYypHasi KOMIIETEHIHS
OK-4 CnocoOHOCTE HCIONMB30BATh OcHoBEI 3auura uHpopManuu
OCHOBEI IIPABOBLIX 3HAHUM B NpeANPHHUMATENBCKOR
pa3MUUHLIX cepax JIESITENIBHOCTH
IesTeTbHOCTH [IpaBoBejieHue
IIpodeccuoHanbHasi KOMIIETEHIHS
[1K-2 CrnocobHocTh pa3pabateBare | KomnbroTephas
KOMIIOHEHTE! allapaTHo- rpaduka




NIPOrPaMMHBIX KOMILIEKCOB H
0a3 maHHBIX, HCITOB3YS
COBpEMEHHBIE
HHCTPYMEHTAIIbHBIEC CPEACTRA
U TEXHOJIOTHH
IpOrpaMMHUPOBaHHUS

[IporpammupoBanue
Wupopmaruka 2

baskr maHHBIX
WEB-texnonoruu




2. IlepeyeHb MIAHUPYEMBbIX Pe3y/1bTATOB 00y4YeHHS MO IHCHHILIHHE,
COOTHECEHHBIX € MJAHHPYEMbIMH pe3y/JbTaTaMH OCBOEHHsI 00pa3oBaTeILHOM
NporpamMmmabl

B pesynprare u3yudeHus AUCLMIUIMHBI O0yd4arollUics HO/KEH OCBOHMTH
YacTH yKa3aHHLIX B ITyHKTe 1.1 KOMIIETEHLMH M JEMOHCTPHUPOBATH CIIELYIOLIHE
IUIaHUPYEMBIE Pe3ysIbTaThl 00y4YeHUs:

3HaThb:

— TPaBOBBIE OCHOBBI 3AIIUTHl KOMITBIOTEPHON HH(POPMALUH;
— MaTeMaTU4ecKue OCHOBBI KpHIITOrpa(ui;
— OpraHu3alMdOHHbIC, TEXHWYECKMEe U TPOTPaMMHBIE METOABI  3allUThI

MH(pOpMAalIMH B COBPEMEHHBIX KOMIIBIOTEPHBIX CHCTEMaX U CEeTHX;

— CTaHJApPThI, MOJIEIH U METO/bI LIU(PPOBaHUS;

— MEeTO/Ibl UICHTU(PUKALUH [T0Ib30BaTENEH;

— OCHOBBI HHOMPACTPYKTyphl CHCTEM, IIOCTPOEHHBIX C HCIOJIb30BAHHEM
nyOJIMYHBIX U CEKPETHBIX KIIFOYel;

— METOJIEI Iepeiadd KoH(MHUISHIMATEHON UH(pOPMaLIMK 110 KaHallaM CBS3H;

— METOXbl YCTAHOBIEHHS IOAJTMHHOCTH IepefaBaeMblX COODLIEHMH U

XpaHUMOW HH(OpPMAIUH (IOKYMEHTOB, 06a3 JaHHBIX).

Ymern:

— MPHUMEHSITh U3BECTHBIE METOJEI W CPEeCTBa IMOANEPKKH HH(MOPMALMOHHOM
0e30I1aCHOCTH B KOMIIBIOTEPHBIX CHCTEMAX;
— TIPOBOJHUTEH CPABHUTENLHBINA aHalli3, BEIOUpPATh METOBI U CPENCTBA 3aLIUTHL

HHpOpMaLINK;

— OLIEHMBaTh YPOBEHb 3alllUTHl MH(OPMALMOHHBIX PECYPCOB B NPHUKIAJHBIX

CUCTEMAX;

— OpraHu30BBIBATH IPOTPaMMHBIE CHUCTEMBI, HCIIOJIB3YIOIIME CEPBHUCHl U

MeXaHHU3MBbl 6e30I1acCHOCTH, TPOTOKOJIBI ayTeHTH(MUKALIUH;

— OpraHU30BLIBAThH IporpaMMHBIE CUCTEMBI, cozepxarine
KpHIiTorpadguueckue aJITOPUTMBI UG pOBaAHUS neperaBaeMoi
UH(pOpMaIuy;

— OpraHW30BBIBATE IPOrPAMMHBIE CHUCTEMBI, COZEpKallhe alrOPUTMBL
IIPOCTAHOBKH U IIPOBEPKHU IEKTPOHHOH U(POBOI MOANHCH;

— OpraHU30BBIBaTH MPOIPAMMHBIE CHUCTEMBI, COAEpIKAIIUe alITOPHUTMbI X3III-
byHKIUH;

— OpPraHM30BBIBATL  INPOTPAMMHBIE  CHCTEMBI, COJEPIKALIUE  AJFOPUTMBI
reHepaluy [ICeBI0CIyYaiHbIX [10C/IeJ0BaTEeIbHOCTEH YU CEIL.
VYuebHas nucHuIIuMHa obecredyrBaeT (OPMHUPOBAHHE YACTH KOMIETCHLIMH

OK-4 u I1IK-2.

2.1. Ilucnuniinnapaas kapra komneresunu OK-4

Kon @opMyIHpPOBKA KOMIIETEH MU
OK-4 CnocobHOCTh  MCIIONB30BAaTH  OCHOBBI  [IPaBOBBLIX  3HAaHUU B
pasinuyHbIX chepax AesaTeNbHOCTH




OK-4.51./1B.06.2

Koa

DopMyIHPOBKA AHCUUIVIHHAPHOH YaCTH KOMNETeHUHH
CrocoOHOCTE HMCIONL30BATh OCHOBBI ITPABOBLIX 3HAaHHMH B 00nacTu
pa3paboTKH CPEICTB 3alUThl IPOrpaMMHOro odecneyYeH s

TpeGosanusi K KOMIOHEHTHOMY cocTaBy uyactd komnereHuuu OK-4.
b1./1B.06.2

IlepedeHs KOMIIOHEHTOB

Buapb! yuedHnoi

CpeacTBa OLEeHKH

IIPUMEHSTh H3BECTHBIE METOIbI U
CpeICTBa MOJIEPKKH
nHQOpMALMOHHON (€301acCHOCTH B
KOMITBIOTEPHBIX CHCTEMAX;
[POBOUTE CPAaBHUTENLHEIH aHaIN3,
BEIOHPATH METO/IBI U CPE/ICTBA
3aIUThl HH(OPMALUHY;

OLIEHUBATH YPOBEHH 3aIUTHI
HH(OOPMAIIHOHHLIX PECYPCOB B
IPUKJIATHBIX CHCTEMaX.

CamocTosiTespHast
paboTa CTyI€HTOB
(MMOATOTOBKA K JIEKILIHSM,
1ab0opaTOpHEIM
paboTam,
nubhepeHIHPOBAHHOMY
3auéTy)

padoThl

3naer:

— TIPaBOBBIE OCHORBBI 3aLHThI Jlexuuu. KontponbHble padoThl
KOMIBIOTEPHOH HHDOPMALIHH; CamocTtosTensHas JUISL TEKYIIEro

—  MAaTeMaTHYEeCKHE OCHOBBI paboTa CTyJIEHTOB 110 KOHTPOJISL.
KpHUnTorpaduiu; M3YUEHHIO Bompocs! k

— OpraHU3alUOHHBIE, TEXHUYECKUE H TEOPETHHECKOTO nuQdepeHIpoBaAHHOMY
IIpOrpaMMHEIE METOBI 3L ThI MaTcpHalld u I10 3aulry
uH(pOpMalMK B COBPEMEHHBIX [TOATOTOBKE K
KOMITBKOTEPHBIX CHCTEMAX M CETAX, nudpepeHInpoBaHHOMY

—  CTaHJIapThl, MOJENH U METO/IbI 3a4€Ty
mudpoBaHus.

Ymeet:

- JlaGoparopHsle paboTel. | Bemonnenue

nabopaTopHEIX paboT |
3allliTa OTYETOB 10
1ab0paTOPHBIM
paGoTam.

Bomnpocs! k
nuddepeHIIpPOBAaHHOMY
3a4ETy

2.2, lncuunauHapaas kapra komnerenuuu I1K-2

Kon PopMyJIHPOBKA KOMITETEHIIHH

ITK-2 CriocobHOCTB pa3pabaTbIBaTh KOMITIOHEHTEI anmnapaTHo-
MPOrPaMMHBIX KOMIUIEKCOB U 0a3 NaHHBIX, HCIIOJIB3Ysl COBPEMEHHEIE
HHCTPYMEHTAJILHBIE CPEJICTBA U TEXHOJIOTHH NTPOIPaMMHUPOBAHHS

Kon ®opmyIHpPOBKA THCHMIIMHAPHOH YaCTH KOMIIETeHUUH

IMK-2.51.71B.06.2 CniocoGHocTE  pa3padaThiBaTh M [PUMEHSTH CPENCTBA 3alUTEI

MPOTPaMMHOTO 00ECMEYeHUsT ¢ MCHOJIb30BAHUEM COBPEMEHHBIX
MHCTPYMEHTAIBHBIX CPEJCTB U TEXHONOTHH NPOrpaMMHUPOBAHUsA




TpeGoBaHUsI K KOMIOHEHTHOMY COCTaBYy 4acTH

B1.J1B.06.2

komnerenuuu ITK-2.

Hepequb KOMITIOHCHTOB

Bujas! yuednoii

Cpencrea oueHKH

OpraHU30BBIBATH IPOTPAMMHBIE
CHCTEMBI, HCTIOIB3YIOLHE CEPBUCEI U
MeXaHH3MBI 0€30MMacHOCTH,
TIPOTOKOIIEI Ay TEHTH(HKALMH;
OpraHu30BbIBATE IPOrPaMMHEBIE
CHCTEMBI, COJiepIKallie
KpUNTOrpaduuecKkie aaropuTMBl
mudpoBaHus IepeiaBaeMon
uH(GOpMaLIUH;

OpPraHHU30BBIBATE MPOTrPaMMHBIE
CHCTEMEIL, COIepIKallle aJrOPUTMBI
[IPOCTAHOBKH H IIPOBEPKHU
3NeKTPOHHON U(POBOH NOANINCH,
OPraHu30BBIBATE IPOrPAMMHEbBIE
CHCTEMBI, COJIEpIKalIie alrOpUTMEL
XoI-PYHKIHH;

OpPraHH30BBIBATE IPOrPAMMHEIE
CHCTEMBI, COJIepIKALIIE alITOPHTMBI
reHepaluy NCeBI0CTyYaiHbIX
TIOCJIE/IOBATEIBHOCTEN YHUCEL.

paboThI
3naer:
—  METOJIbl HICHTH (UKL Y Jlekuumu. KonTposnbHbie paboTh
TI0JIB30BATENIEH; CamocTosTenbHas JUIsL TEKYILIETO
— OCHOBBI HHPaCTPYKTYPHI CHCTEM, paboTa CTyIEHTOB 110 KOHTPOJIs.
MIOCTPOEHHBIX C UCIIOJIB30BAHHEM H3yUCHHIO Bompocs! k
nyOJIMYHBIX U CEKPETHBIX KIIOUEH; TCOPETHYECKOIO midhepeHIHPOBaHHOMY
—  METOJIHI Iepesiaun Marepuasa U 1o 3a4éTy
KOH(UAESHIMATBHOH HHPOPMAIIUK HOATOTOBKE K
10 KaHaJlaM CBS3M; nabdepeHpoBaHHOMY
— METOMBI YCTAHOBIEHHUS 3a4eTy
NOJUIMHHOCTH [1epe/laBacMBbIX
cOOOIIeHMH 1 XPaHUMOH
uHbOpMaLKK (IOKYMEHTOB, Ha3
JAHHBIX ).
Ymeer:
- JlabopaTtopHsie paboThl. | Boimonnenue

CamocTosTensHas
paboTa CTyZIEHTOB
(TTOATOTOBKA K JIEKLHSIM,
n1abopaTopHBIM
paboTam,
nupdepeHIupoOBaHHOMY
3auéTy)

nabopaTOpHEBIX paboT U
3aluTa 0TYETOB 110
nabopaTopHbIM
paboram.

Bonpocsi k

G hepeHIIHPOBAHHOMY
3a4ETY
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3.3. IlepeueHb TeM NMPAKTHYECKUX 3aHATHH
ITpakTUdecKue 3aHATUSA He NPeyCMOTPEHBI.

3.4. Ilepeyennb TeM J1aOOpaTOPHBLIX padoT

No Homep Tembl .
HaumeHnoBanue TeMbl J1a60paTOpHOil padoThI
ILIL AHCHUATITHHBI
1. 1,2,3 Kpunroananu3 mudpa Bepnama
9 4,5 N3yuenne CTaH/IapTHBIX CpencTB KpunTOrpadHyecKoH
ayreHTH(uranyy — DL
3. 6, 7 CuMMeTpruHble cucTeMbl MHdposanust. DES
4 g CUMMETPHUHBIE M ACHMMETPHYHBIC KPHITOCHCTEMBL JJIEKTPOHHO-
nudposas noanucs. [Tporpammusii komiieke PGP
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4. Meroanyeckue ykazaHusi AJ1sl 00y4aOMHUXCS 110 H3YYEeHHI0 JHCLUHIIIHHbI

WzyyeHue TUCHUIUIMHBI OCYLIECTBIIAETCSA B T€YEHHE OJHOTO CEMECTpa.

IIpu wm3ydenun pucuurvHbl «Pa3zpaboTka cpefcTB 3alllUThl [POrPaMMHOIO
ofecrnieueHus» CTyAeHTaM Ieeco00pa3Ho BBIMONIHSITE CIEAYIOIHE PEKOMEHIalluu:

1. u3ydeHHe Kypca JIOJDKHO BECTHCH CHCTEMATHUECKH W COMPOBOXKIATHCS
COCTaBIIEHHUEM I1OJPOOHOI0 KOHCIEKTa; B KOHCIIEKT PEKOMEH/IYeTCsl BKIIIOUATh BCe
BUZIBl yueOHOH paboThl: JIEKLHH, CAMOCTOSTENILHYIO MpOopaboTKy yueOHHMKOB U
PEKOMEHIYEeMBIX HCTOUHUKOB,

2. IIOCIIe M3YyYEHHS Kakoro-nubo pasjena no y4eOHMKY WM KOHCIEKTY JICKLHH
pPEKOMEHYeTCs [0 IIaMATH BOCIIPOM3BECTH OCHOBHBIE TEPMUHBI, OIPEICIICHUS,
TIOHSITHS;

3. ocoboe BHUMaHHE CleIyeT yJAeIHTh BBINOJIHEHHIO JadopaTopHeIX padoT,
IIOCKOJIBKY ~ 3TO  CHOCOOCTBYET  JIydllIeMy IOHMMaHHUIO M 3aKpEelICHUIO
TEOPEeTUYECKUX  3HAHWM;  TepeA  BHINIOJHEHWEeM  JlabopaToOpHBIX  paboT
PEKOMEHYETCS U3yUUTh HEOOXOJUMBIH TEOPETHUECKUMA MaTepHal;

4. BcA TemaTHKa BOIPOCOB, M3Y4aeMBIX CaMOCTOSTENBHO, 3aaéTCs IIpernojaBareieM
Ha JIEKIHUSIX, UM JKe [alTCs MCTOYHWKHK i Oojiee [eTadTbHOIr0 MMOHUMAaHHUS
BOIIPOCOB, O3BYYEHHBIX Ha JIeKIHH.

4.1. TemaTuka AJ151 CAMOCTOATEILHOI0 H3YY€HHS JHCLHNIHHBI

Tema 1. Mogenu cereBodl OesomacHOCTH M 0€30MaCHOCTH HH(OPMALMOHHOU
CUCTEMBI.

Tema 2. Hccnenosanus Illennona B obnactu kpunrorpaduu. HepackpeiBaeMocTh
mudpa Beprama.

Tema 3. MeTtoas! co3anus MCeBAOCTYYaRHbBIX YUCE.

Tema 4. OcHOBHBIE TOHATHS, OTHOCSIIHMECS K OOECNEeYeHHIO LEIOCTHOCTH
coobmenuit u BeuyHcneHMto MAC ¢  [OMOIUBI  QIFOPUTMOB  CUMMETPHYHOIO
mrdposanus, Xam-byHkuui u anropurma HMAC.

Tema 5. Cranpaptsl uudposoi noanucu ['OCT 3410 u DSS.

Tema 6. Onwucanue anroputmoB DES wu  tpoitHoro DES. Anroputmsl
cumMmeTrpruHoro mmudposanus Blowfish, IDEA, TTOCT 28147, a Taxke peXHUMbl HX
BBITIOJTHEHUSI.

Tema 7. Maremaruueckue MOHSTHSA, Je)Kallde B OCHOBe anroputMma Rijndael.
Crpykrypa wudpa.

Tema 8. Cxema RSA: anropurm wmudposanus, ero oOpaTUMOCTb, BOMPOCHI
CTOMKOCTH.

Tema 9. Amnanor anropurMma [uddu-Xemnmana Ha SIIUNTUYECKUX KPHUBBIX,
anroputMa IUGPOBOM MOAIMUCU HA SJUTUITUYECKHX KPUBBIX U alrOpuT™Ma IU(pOBaHus ¢
OTKPBITBIM KIIFOUOM I1OIYy4YaTess Ha JUITMITHYECKUX KPUBBIX.

Tema 10. Iloctpoenue 3amUINEHHBIX BUPTYadbHBIX ceTei. CrocoOBl co3maHus
3alIMINEHHBIX BUPTYalIbHBIX KaHanoB. O630p MpOTOKOIIOB.

Tema 11. Yipasnenue nudpoBsMU cepTUhUKATAMU. YIIpaBIeHUE KIIOUaMH.
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4.2. Buabl camocTosiTeIbHOH padoThl CTY/IEHTOB

Tpynoém-
Homep Tembl i
Bup camocrositesibHO# paGoTsl cryaenTos (CPC) KOCTb,
AUCHUILIHHBI i

V3yueHHne TEOPETHYECKOr0 MaTepuana
1 [To/iroTOBKA K ayAUTOPHBIM 3aHATHSIM
[Toaroroeka otuéra no nabopatopHolt pabote
W3ydeHue TeOpeTHYECKOro MaTeprasa
2 [ToaroToBka K ayJMTOPHBIM 3aHATHIM
IMojaroroska otuéra o nabopatopHoit pabote
M3ydeHue TEOPETHIECKOTO MaTepHalla
3 [ToaroToBKa K ay TUTOPHBEIM 3aHATHAM
[Toaroroeka otuéra rno nadopaTopHo# paboTte
M3ydeHHe TEOPEeTHUECKOT0 MaTepHalla
4 IToaroToBKa K ay IUTOPHLIM 3aHATHIM
[Tonroroska otuéra 1o sabopaTtopHoi paboTe
M3yyenue T€OpEeTHUECKOI0 MaTepHaa
5 [logroroBka K ay AUTOPHBIM 3aHATHIM
[ToproroBka otuéTa 1o nabopaTopHoi padbore
M3yueHue TeOpEeTHIECKOr0 MaTeprana
6 [loaroToBka K ayIUTOPHBIM 3aHATHAM
[Toxgroroska otuéra o gabopaTopHo# pabote
M3y4eHue TeOpeTUYecKoro Matepualia
7 [TojiroTOBKA K ayJUTOPHBEIM 3aHATUAM
[ToaroroBka oTuéTa no aboparopHoi paboTe
lM3yuyenune TEOpPETHUECKOr0 MaTepHala

W B Wbh | |wW L[| W[ R [WL R W DWW L ||| L b | W

8 [ToaroToBKa K ayIUTOPHEIM 3aHATUAM
[Toaroroeka o0T4ETOB 110 JJabOpaTOPHEIM paboTam

9 M3ydeHue Te0peTHYECcKOro MaTepraa

10 M3yyenue TeOpeTHYECKOTO MaTepHalia

11 M3ydyeHne T€OPETHYECKOT0 MaTepHalla

Hroro:
Bu/B3E| 90/25

4.3. OOpasoBaTeibHble TEXHOJIOTHH, HCHOJb3yeMble s (opMHpOBAHHS
KOMITeTeH L H I

[TpoBemeHue JNEKIMOHHBIX 3aHSATHH I10 OUCUUILNIMHE OCHOBBIBAETCS HA AKTHBHOM
MeTone oOyueHHus, IIPU KOTOPOM YydalllMecs He IIaCCUMBHBIE CIyIIaTeIH, a aKTHBHBIC
YUaCTHHKH 3aHITHsI, OTBEUAIOILME Ha BOIIPOCH! TIpenoaasare/ia. Bornpockl nmpenogaparens
HaleJleHbl Ha aKTHBU3AIMIO TPOIECCOB YCBOeHMs Marepuana. lIpemomaBaTens 3apaHee
HaMeYaeT CIIMUCOK BOIPOCOB, CTUMYJIMPYIOIIUX AacCOLMAaTHBHOE  MBIIJIEHHE H
YCTaHOBJIEHHUE CBs3EH C paHee OCBOSHHBIM MaTEPHAaIOM.

[IpoBenenue JnabopaTOpHBIX pabOT OCHOBBIBAETCA HA HMHTEPAKTHBHOM METOIE
00ydeHHUs, TIPH KOTOPOM yHalllMecs B3auMO/IeHCTBYIOT He TONBKO C IIPErojaBarejieM, HO 1
Ipyr ¢ apyrom. [Ipu 3TOM IOMHUHHpYET aKTHBHOCTH ydalllMXcs B MpoLecce 00ydeHH.
MecTo TIpemonaBaTesis B WHTEPAKTUBHBIX 3aHATHAX CBOIAMTCA K  HaIPaBJICHUIO
eI TENBHOCTH 00yYarOIUXCs Ha JOCTUKEHHE LieJIel 3aHATH.

CamocTogTensHas paboTa CTyIeHTa NPOBOJMTCS COBMECTHO C TEKYIIMMH
KOHCYJIBTAlIUSIMU NPENoIaBaTells.
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S. ®oHA OLEHOYHBIX CPEJCTB AHCUHILIHHEI

5.. Texkymuii #H NPOMEXKYTOYHBIH KOHTPOJIL OCBOGHHS 3aJaHHBIX
AHCHHINIHHAPHBIX KOMIIeTeHIHI

Texymuit u IPOMeEXYTOYHBIH KOHTPOJE OCBOSHHS TUCLUILTMHAPHEIX KOMIIETEHIHH
IPOBOAMTCA B CIENYIOLIUX hopMax:

— KOHTPOJbHEIE paOdOTHI;
— 3alIKUTa 0TYETOB 110 1aOOPaTOPHEIM paboTaM.

5.2. HTOroBbIii  KOHTPOJIb  OCBOEHHSl  3aJAHHBIX JAHCHMILIMHAPHBIX
KOMIIeTeH M i
a) IndpepeHUnpoBaAHHBII 324éT

Ilopsnox npoBenenus nuddepeHHPOBAHHOrO 3246TA

AuddepeHunposantblii 3a98T 1O JIUCLUIUIMHE OCHOBBIBAETCA HA pPe3yNBTATAX
BBITIOJTHEHMS KOHTPOJIBHBIX padOT M 3alMTEI OTYETOB 110 1a00PaTOPHBEIM pabOTaM.

IIpu HeOCTaTOYHOM OXBaTe BCeX MOJyJNell MUCLHUILIMHBL MPEIBIIYIIIMM KOHTPOIEM
BO BpeMsl AU(Q(EPEHUMPOBAHHOIO 3a4éTa MOXET IIPOBOAUTHCS AOMOIHUTENBHbIMN
KOHTPOJIb B (hopMe cobecenoBaHusl.

B pesyibrare npoBenenus qudhepeHIInPOBAHHOIO 3a48Ta CTYICHTY BBICTABIAETCS
OLCHKA «OTIHYHO», «XOPOLIO», «YIOBIETBOPUTENBHOY» MWIH «HEYAOBIETBOPUTEILHOY,
KOTOpast 3aHOCUTCA B 3a4ETHYIO BEIOMOCTh U 334ETHYIO KHUKKY CTYIEHTa (TONLKO eCiu
OLIEHKA II0JIOJKUTEITbHAS ).

IlepeyeHb THIOBBIX BONPOCOB /1JIsl IOATOTOBKH K AuGepeHIHPOBAHHOMY 3a4ETY
. OcHoBHBIE TIOHATHA ¥  ONpEJENEHMs, OTHOCAIMECS K HH(BOPMALMOHHON

Oe30macHOCTH: aTakW, YS3BUMOCTH, TIONMTHKA OE30MaCHOCTH, MEXaHU3Mbl K

CEPBHCHI 0€30MacHOCTH; KIacCH(UKALMS aTak; MOJENU CeTeBOM 6e30MacHOCTH U

Oe3onacHOCTH HH(POPMAIIMOHHOMH CHCTEMEI

IToncranoBOYHBIE U IIEPECTAHOBOYHBIE MM DPEI

[Iudpsr Le3aps, Buxenepa, Beprama

HuckoBsle MUQpaTopsl

Hccnenosanus llennona B obnactu kpuntorpaduu

HepackpeiBaemocTs mudpa Beprama

Pasnuunkle crioco0s! co3qaHus NCeBAOCIyYaHbIX Yrce)t

OCHOBHBIE MOHATHS, OTHOCSIIMECS K OOECHEUEHWIO [EIOCTHOCTH COOOMICHUH C

moMo1b0 MAC u xa1-hyHKIH#H

9. Ilpocthle X21m-OYHKIHA U CHITbHAs Xom-QyHKIHS MDS

10.Cunpasle xam-dynkiwn SHA-1, SHA-2, TOCT 3411

11.0cHOBHBIE TOHATHS, OTHOCSAIMECS K OOECHEYEHUIO LEIOCTHOCTH COODINSHUH U
BeIUMCTCHII0 MAC ¢ TOMOIIBIO aIrOPUTMOB CHMMETPHYHOTO MIH(POBAHHS, XILII-
Gynkuit u anropurma HMAC

12.0cHoBHBIC TpeOOBaHMs K H(POBEIM MOAMKCSM, IpsiMasi ¥ apOUTpaxHas 1ubpoBas
MOAMHKCE, cTaHAapThl U poBoi moamucu I'OCT 3410 u DSS

13.0cHOBHBIE MOHATHSA, OTHOCALINECS] K &IFOPUTMAM CHMMETPHUYHOTO 1K (POBAHUS:
KIio4 muposanusd, plaintext, ciphertext

14.0npeznenenre  CTOMKOCTH —alroput™a, THIBI OINEpalMii, HCIONB3YEMbE B
allTOPUTMaxX CHMMETPUYHOTO LIH(DPOBAHMSI

15.Cerp Deiinrres

o9 = SN b Y 1
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16.0CHOBHBIE  TOHSTHS  KPUNITOAHAIW3a, JHHEHHBIH U JU(depeHralbHBIN
KpPUIITOAHAIU3

17.0Onucanue anropurmos DES u tpoiiroro DES

18.Anroput™mel  cuMmMeTpudsoro mmdposarms Blowfish, IDEA, Iroct 28147,
PEXUMBI UX BBIIOTHEHHS

19.Crannapt kpurnrorpagudecko 3amuTel AES

20.Anroputmbl Rijndael u RC6. Maremarnuyeckre MOHATHS, JI€Kalllue B OCHOBE
anroputMa Rijndael. Ctpykrypa mmdpa

21.TToHSTHS. OHOHANPABIEHHON QYHKLMHK U OJHOHANPABIEHHOH QYHKLHH C nazelKon

22 .DYHKIUH JUCKPETHOrO JIOrapuMUPOBAHKS W OCHOBAHHBIE Ha HEH alTOPUTMBbL:
cxema Juddu-Xemmvana, cxema Dnb-I amasst

23.Cxema RSA: anroput™ mudpoBanus, ero 00paTuMocThb, BOIPOCE! CTOMKOCTH

24 MatemaTuueckrue TOHSTHsA, CBS3aHHble C DJUIMIITHYECKHMM KPHUBBIMH, 3a/a4a
JECKPETHOTO JorapupMUPOBAHKS Ha 3ITUITHYECKOH KPHBOK

25.Ananor anroputMa Juddu-XennmaHa Ha OIUIHNTHYECKH KPHUBBIX, alropUTMa
tudpoBOi MOMIMICH HA SIUIMITHYECKAX KPHBBIX M alrOpUTMa IIH(POBaHHA C
OTKPBITHIM KIIFOUOM IIOJIyuaTelist Ha DIUIMITHYCCKUX KPUBbIX

26.Crocobbl HECAHKIMOHMPOBAHHOIO JOCTyNa K HMHAOOPMAIMUd B KOMIIBIOTEPHBIX
CeTsIX

27 Knaccudukarms croco6oB HECAHKIMOHHPOBAHHOTO NOCTYId U KH3HEHHBIH LK
aTax

28.Cr1oco05l IPOTHBOIEHCTBISL HECAHKIIMOHHPOBAHHOMY MEKCETEBOMY JOCTYITY

29.DyHKIUHA MEKCETEBOT0 SKPaHHPOBAHUS

30.ITocTpoeHue 3aMUIIEHHBIX BUPTYalbHbIX CETeH

31.Crioco0bl co3/1aHusl 3allUIIEHHBIX BUPTYaIbHBIX KaHAJIOB

32.00630p MPOTOKOIOB

33.MudpacTpyKTypa Ha OCHOBE Kpurrrorpaduu ¢ oTkphiThiMy Kitodamu (MOK)

34.1{udpoBsle cepTHGUKATEL YIIpaBIeHHe IM(POBBIMA CepTH(HKATAMHU

35.YnpaBineHue KIrOYaMH

@OoHJI OIIEHOYHBIX CPEACTB BXOJUT B COCTaB YMK]J] Ha mnpaBax OTAEIBHOIO
JIOKYMEHTA.

6) IK3amMeH He IPeyCMOTPEH.
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6. Ilepevenn y4eOHO-METOAHYECKOr0 H HH(OPMALIHOHHOTO 06eceYeH HsT A5
CaMOCTOSITEILHOH padoTh! 00yyalmuxesi MO AUCHHILIHHE

6.1. Kapra ofecneueHHOCTH y4eGHO-MeTOAMYECKOI JINTePATY POl THCHHILTHHbI
Ilepeyenb OCHOBHOH M JONMOJHHTENLHON yueOHOIN JUTepaTyphl, HEOGXOAUMOI

AJIfI OCBOCHHS NHCHHIIJIHHEI

@ )
SlE| o8 =28
g | 5 2 £ Bubanorpagudeckoe onvcanue n3nanug (aBTop, 3arJasue, BUI, § = € | OcHoeHoli
§_ % E % MeCTO, H31-BO, IOl H3AAHHS, KOJ-BO CTPAHHUL) g %é JIEKTOp
19 ° g2¢

OcHoBHas HTepaTypa
1. Menbuukos B.JI. Hudopmaumonsas GesonacHocTh M 3alunTa 10
WHopmauuu: yued. nocobue ang crya. Buicl. y4yeS. 3aseacHuii /
B.I1. Menenukos, C.A. Kneiimeros, A.M. INatpakos; nox pexn. C.A.
Kneiimenora. - M.: Akanemus, 2006. - 332 ¢.
2. Xopes ILB. Metomel W cpencTsa 3amuThl  MHGOPMALMK B 23
KOMIIBIOTEPHBIX ~ CHCTeMax: yuebnoe mocobue. - M.: MHI]
«Axagemusy, 2005, 2006. - 256 c., un.
HomonHuTeNbLHAs MUTEpPaTYpa
1. Tanatenxo B.A. OcHoBbl uH(OpMaLHOHHOH GezomacHOCTH: Kypc 23
Nekuuii. - M.: MHTYUT.PY, 2004
= 2. Emenbanosa H.3. 3awmmnta uHpOpMALMM B MEPCOHANBHOM 5
S | 6 | 10uen KOMIbOTepe: yued. nocobue ans cryn. CIIO / H.3. Emensaxosa,
= T.JL Mapteixa, UK. [Tonos. - M.: ®OPYM, 2009. - 368 c.: 1.
DJIEKTPOHHBIE pecypebl
1. Axmetosa C.I. HMudopmaumoHHas 0e30NacHOCTb [3MEKTPOHHbI 2P
pecype] - Wspatensctso TTHMITY, 2013. - Pexum pocryna:
http://lib.pstu.ru/elib
2. KommnekcHas cucTeMa 3allMTsl WHGOPMALMK Ha NPEANpPUATHH 2P
[>nekTporHbIi pecype] / A.B. [lonwkos, A.C. LlaGypos. -
Wsnarenscrso  [THWITY,  2013. - Pescum Jlocryna:
http://lib.pstu.ru/elib
3. OcHOBH MHOPMALMOHHON Ge30MaCHOCTH [3eKTPOHHBIH pecypc) 2P
AH. Hanunos, C.A. [auunosa, A.A. 3opud. -H3maTenscrso
[THHUITY, 2008. - Pesxum ﬂocryna http://lib. pstu ru/elib
Orre ;
COI''TACOBAHO: : cory: I
3aB. OTHeNIOM HayuHO! GUbIHoTEeKH 3 ;I/I A. Manodeena
I

KuuroobecneuenHocTs JHUCLUIIIHHEBI COCTABIACT:

- OCHOBHOH y4eOHOH uTepaTypoi: Ha 01.09. 2016 Gouee 1 9K3/00yu.
(4Mcno, MecsL, roa) (k3. Ha | obyuaemoro)

- IOTIIOJIHUTEIHOM yueOHOH muTepaTypoii: Ha 01.09.2016 - Gosee 1 5x3/06vH.
(4ncio, Mecal, ro) (3K3. Ha | 0Dyyaemoro)
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6.2. Ilepedyennb pecypcoB HHGOPMALHOHHO-TEJEKOMMYHHKAIMOHHOH CeTH

«UHnTepHeT», HEOOXOAUMBIX /11 OCBOEHHUS! JIUCUMIJIHHBI
1. http://window.edu.ru/

2. http://nsportal.ru/vuz
6.3. Ilepeuenb HHGPOPMALMOHHBIX TEXHOJIOTHI, HCNOJbL3YeMbIX IpH

OCyLIeCTBJIEeHHH 00pa30BaTeIbHOIO Mpomecca Mo JHCHUNIHHE
6.3.1. Ilepeuens nporpamMmHoro odecneyeHusi, B TOM 4YHCJEe KOMIbIOTEPHbIE
o0yualole  KOHTPOJIHPYIOLIHE NPOrpaMMbl
1. Ilporpammusiii kommiekc PGP
2. Ilporpammusrit kommuieke Sentinel CRYPT
3. Cpena nporpammupoBanus Lazarus
6.3.2. Ilepeuenb HHPOPMAIHOHHBIX CIPABOYHbIX CHCTEM
WMudopmanmonHble CipaBoyHbIe CHCTEMBI He TPeOyIoTCsl.
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7. OnucaHue MaTepHAIbLHO-TeXHHYECKOH 0a3bl, He0OXOAHMOI /151 OCylIeCTBICHHUS
00pa3oBaTe/ILHOTO NpoLecca N0 AUCHHIIHHE

7.1. Cnenunaju3npoBaHHbIE JIA00OPATOPHH H KJIACCHI

Iomemenus Konu4yecTBo
Ne Ilnomanp,
IlpuHagaeRHOCTH Homep 2 MoCa0YHbIX
LI Haszsanue M
(kadenpa) ayAHTOPHH MecT
1. KomnreroTepunrit kinace Kadenpa EH 103 B 108 40
7.2. OcHOBHOe yueGHOe 00opyaoBaHHE
®opma npuodperenus /
HaumenoBanue u mapka
Ne Koua-Bo, Baanenusi (co6CTBEHHOCTD, Homep
obopynoBaHH4 (CTEH1a, MAKETA,
188 ell. onepaTHBHOe yNpaBJ/leHHe, |ayAUTOPHH
nJ1aKaTa)
apeHaa " T.I1.)
1. IlepcoHanbHBIH KOMIBIOTEP B KOMITIIEKTE 16
2. ITpoexTop Acer 1 OnepatuBHOE yIIpaBieHue 103 B
3 Okpan Classic 1
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MunuctepcTBo 00pa3oBaHus U Hayku Poccutickoit @enepanuu
DenepanbHOE rocynapcTBeHHOE OI0mKeTHOe 00pa30BaTENbHOE YUPEKIECHUE
BBICIIEro 0Opa3oBaHUs
g.; «IlepMckHil HAHOHAJILHBIH HCCJIEI0BATE]bCKUH
HOJIUTEXHUYECKHH YHUBEPCHTET»
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@oHJ OLIEHOYHBLIX CpeaAcTB Uil IIPOBCACHHA npOMexcy'rquoﬁ arrecralun

06y 4AOIIMXCS ABNAETCS YacThio (MPUIOKEeHHeM) K paboyel mporpaMme AMCLIHIITHHEL
«Pa3pa6oTKa CpeICTB 3aLIMTHI MPOrpaMMHOro obecmeyeHus» H paspaboTaH Ha
OCHOBaHHH:

[OJIOKEHUS O MPOBEAESHNUH TEKYLIEro KOHTPOJIS YCNEBaEMOCTH U [IPOMEKY TOUHOM
arrecTaluy  OOydarommxcs Mo 00pa3oBaTeNbHEIM — IIPOrpamMmamM  BEICHIErO
06pa3oBaHMs — mporpamMmaM OakanaBpuara, CHCLMAMTETa M MArucTparypel B
[THUITY, yTBep)IeHHOro «29 anpens 2014 r.;

npukaza TTHUITY ot 03.12.2015 Ne 3363-B «O BBeneHun CTPYKTYpEL DOC»;
paGouell  mporpamMmbl  IUCLIMIIIHHBL «Pa3paboTrka  CpeAcTB  3aIUHUTHI
IIPOrpaMMHOTO oBecneyeH s, yTBEPKIEHHON «16» centsiopst 2016 .

Paspabotunk CT. MpenoaBarelib % A.A. lllykuna
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1. Ilepeyens GpopMHEpyeMBIX YacTel KOMIIeTeHIHIA, 3TaNbl HX GOPMHPOBAHHUS U
_KOHTpOJIMpyeMble Pe3ylbTAThl 00y4eHus

1.1. ®opMupyemMble YaCTH KOMIETEHIHA

Cortacao KMB OTIIOTI yue6Has nucummizHa 51.J1B.06.2 «Pa3paboTka cpencrs
3aIIUTH TPOrPAMMHOTO 06ecTiedeHHs» YUacTByeT B GOPMUPOBAHMH 2-X KOMIIETEHLIMI:
OK-4, TIK-2. B pamkax yueGHOTO I1aHa 06pa3oBaTebHOM NporpamMmel B 6 ceMecTpe Ha
STalle  OCBOEHHMsA MNaHHOM yueGHOM AMCLMIUIMHBI  (OPMHPYIOTCA — CNEAYIOIHE
JUCUMITIMHAPHBIE YaCTH KOMIIETEHLIMH:

1. OK-4.51.1B.06.2. Crioco6HOCTh HCIIONB30BaTh OCHOBHI TPABOBEIX 3HAHMH B
0671acTH pa3pabOTKH CPEACTB 3aIUHTHI MPOrPAMMHOr0 00eCTIEYeHH .

2. IIK—2.51.J1B.06.2. CriocobHoCTs pa3pabaThiBaTh M NPUMEHATH CPEINCTBA 3AIUMTHI
MpOrpaMMHOTO 00ECHEUEHHS C UCTONB30BAaHHEM COBPEMEHHBIX HHCTPYMEHTATLHBIX
CPEJICTB M TEXHOJIOTHH IPOrpaMMUpPOBAHMS.

1.2. Dransl ¢GoOpMMpOBAHMS IHCUMILIMHADHBIX YACTeH KOMIETEHIHIH,
00bEKTHI OLIEeHHBAHUS U BHABI KOHTPOJIS

CornacHo PITJ] ocsoeHue y4eOGHOro marepuana JWCUMITIMHEL 3aIIaHupOBaHO B
TeyeHHe OIHOro ceMecTpa (6-if cemectp GazoBoro yueGHOro mmaHa) u pasbuto Ha 4
y4eOHBIX MOMIYjisl. B KaKIOM MOIyJe NPEdyCMOTPEHbI ayIMTOPHBIC JIGKUMOHHBIE H
naBopaTopHBIE 3aHATHSA, a TaKkKe CaMOCTOSTENbHas paboTa CTymeHTOB. B pamkax
OCBOEHMsI y4eOHOro  MaTepHana IOUCUMIUIMHBL  (OPMHPYIOTCA ~ KOMIIOHEHTE
IUCLMIUIMHAPHBIX KOMIETeHUMH 3Hamy, ymemb, ykasanuele B PIIJI, W KOTOpEie
BBICTYITAIOT B KA4ECTBE KOHTPOIMUPYEMEIX Pe3y/sTaToB oOyuenus (Tabn. 1.1).

KouTposib ypoBHS yCBOEGHHBIX 3HAHUH M OCBOEHHBIX YMEHMH OCYIIECTBISICTCS B
pamKax TeKyllero M NPOMEXYTOYHOrO KOHTPOJsS IIPY M3YUeHUH TEOPETHYECKOIo
MaTepuana, ciade OTY4ETOB MO JiaGopatopHbIM paboTaM M AM((EPEHLMPOBAHHOIO
3ayéra. Buel KOHTpONS cBeIeHs! B Tabmuiy 1.1.

Ta6nuua 1.1. TlepevecHb KOHTPOJIUPYSMbIX PE3Y/bTaTOB O0YHCHHA 110 AHCLMIUIMHE

Bun kourposg

KOHTpOJIHpYeMbIE Pe3yJIbTarbl 00yHeHHA N0 TeKymmii n - I
ancunnate (3YBer) NpOMEKYTOUHBIH
KP ojip | Auddepennuporannirii

3a4ér

YcBOEHHbIE 3HAHHA

3.1 npaBOBbIE OCHOBBI 3aLIMThl KOMITBIOTCPHOH 4 TR*
uHpopMaLHH

3.2 maremaTHyeckue OCHOBEI KpunTorpahuu + TB*

3.3 opraHu3alMOHHbIE, TEXHUYECKUE U IIPOrPaMMHbIC

METO/IbI 3ALIMTEl HHYOPMALHH B COBPEMEHHBIX & TB*
KOMITbFOTEPHBIX CUCTEMAX M CETAX

3.4 cranaapTel, MOJCNH U METOABI IHPPOBAHUS + TB*
3.5 METOIBI UAEHTH(UKALIMHY NI0JIb30BATENEH + TB*
3.6 ocHOBBI HHQPACTPYKTYPbl CHCTEM, IIOCTPOSHHBIX € " TB*
HCMOJIb30BaHHEM YOIMUHbIX H CeKPETHBIX KIIOUeH

3.7 MeTozBI IEpenayyu KOHQUAECHIHATEHOR & TB*

HHq)OpMaL{YIH IO KaHajlaM CBA3H




3.8 MeTOoap! YCTaHOBIEHUS HOMJMHHOCTH
Tiepe1aBaeMbIX COOOLICHHI U XpaHUMOH uHpopMauuu + TB*
(mOKyMeHTOB, 6a3 JaHHBIX)

OcBoeHHbIe YMeHHSA

¥.1 npUMEHSTh U3BECTHBIE METOBI U CPEACTBA
NOIeP/KKH HH(OPMAIIMOHHOM 6€301acHOCTH B +
KOMIIBIOTEPHBIX CHCTEMaX

V¥.2 1poBOUTH CPAaBHUTEIbHBIN aHANHU3, BHIOMPaATh
METO/Ibl U CPEICTBA 3aLIUTh! HHQOPMALHU

¥.3 oueHuBaTh YPOBEHB 3aLIMTH HH(OPMALHMOHHBIX
PECYPCOB B NPUKITANHBIX CHCTEMAX

¥.4 opraHu30BbIBaTh IPOrPAMMHBIE CHCTEMBI,
HCTIONB3YOIHE CEPBUCEI M MEXaHH3MbI O€30M1aCHOCTH, +
TIPOTOKOJTBI aYTEHTH()HKALMH

¥.5 oprann30BBIBaTh IPOrPaMMHBIE CHCTEMBI,
cofepsKalliie KpHNTOrpauuecKue alropuTMbl +
wubpoBanus nepefaBaeMoil HHPOPMALUH

¥.6 opraHu30BBIBATH NPOTPAMMHbIE CUCTECMBI,
COICPIKALLHE AITOPHTMBI IPOCTAHOBKH M IPOBEPKH +
JIEKTPOHHOH LU(POBOH MOIMHUCH

Y.7 opranu30BbIBaTh NPOIPAMMHBIE CHCTEMBI,
COJEpIKALIHE AITOPHTMBI XM -QYHKIUH

V.8 opranu30BBIBATE IPOrPAMMHBIE CHCTEMBI,
COJepIKall1E aTOPUTMBI T€HEPALIUU +
CeBAOC/YHaHbIX IOCIEI0BATENbHOCTEN YHCEN

KP — xonmponenas paboma; OJIP — omuém no nabopamopwoii pabome; TB — meopemuueckut
gonpoc.

UTOroBo# OLIEHKOW OCBOEHMs HOUCLIMIUIMHAPHBIX KOMIIETEHLMH (pe3yjabTaToB
o0yd4eHHsT MO [OUCLMIJIMHE) SABIACTCA IIPOMEXKYTOYHas arrecTtaluMa B  BUIC
nuddepeHMpoBaHHOr0 3auéTa, NpoBOAMMAs C Y4YETOM pPE3yJbTaTOB TEKYLIEro Hu
TPOMEKYTOYHOTO KOHTPOJIA.

*) — B CJIyyae MPOBENCHH aTTeCTallHOHHOIO HCNbITaHHA

2. OnucaHue NoKasaresei, KpHTEPHEB U LKA/ OlleHHBAHHA KOMIETEHUHA Ha
Pa3TMYHBIX 3TaNax UX (POPMHPOBAHHS

2.1. Tekyuuii ¥ NpoMeKyTOUYHbIA KOHTPOJIb

2.1.1. KonTpoabHbIe paboThl

TekyUii KOHTPONB ISl OLIEHUBAHUS 3HAHUEBOIO KOMITIOHEHTA TMCLIUTIMHAPHBIX
yacted kommneTeHuuit (Tabn. 1.1) B ¢opme KOHTPONBHOM pabOTEl MPOBOAUTCS IO
Kax#oHi Teme. Pezynerarel mo 4-6annpHON IIKane OLEHWBAHUA 3aHOCATCA B KHWKKY
npernogaBarenss M Y4YHTBIBAIOTCA B BHJE HMHTErpalbHOM OLEHKM MpH MPOBENEHUH
MPOMEKYTOUIHOH aTTCCTalluH.
Tunosble BONPOCHI KOHTPOILHOH paboThl Mo Teme 1:
UTo OTHOCHUTCS K HH(OPMaLMK OrpaHHUEHHOro A0CTyna?
Yrto noHUMaeTcs oA 3aIuToH HHdopmaluu?
UTO OTHOCHUTCS K OCHOBHBIM XapaKTEPUCTHKAM 2alluinaeMol HHdopmaluu?
Uro Takoe yrposa 6ezomacHocTd uupopmanuu? KakoBel OCHOBHEIE BUIEI yrpo3?
INouemy mpobieMa 3amUTH HHPOPMALMH HEe MOXET OBITH pellleHa ¢ MOMOIIBI0

P =
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AW =
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TONBKO GOPMANTBHEIX METOIOR U CPENCTB?

Tunosbie BONPOCH! KOHTPOILHOM PaGOTHI 0 TeMe 2:

B 4éM pasHuMua MeXmy — CHMMETPHYHBEIMH M aCHUMMETPHYHEIMH
KpUNTOrpaUueCKUMH CHCTEMaMU?

. Kakue ocCHOBHEIE CIIOCOGEI OPpUMEHAKOTCA IIPH  CO3JaHUU  AJITOPUTMOB

CUMMETPHUYHOH Kpunrorpaduu?

Kakoit mmdp Moxer cuntarbes uneansHeM (o K. Ilennony)?

Kaxkne cuMMeTpuuHbIe KPUITOCHCTEMBI HCIONB3YIOTCS CErOIHA?

Kakyio ponb MCHONHSIOT ymocToBepsifomue LeHTpel? UTo Takoe cepTHoHKAT
OTKPBITOrO Kito4ya?

Tunossie BONPoOChl KOHTPOJIBLHOM pa6oThI M0 Teme 3:

YT0 Takoe NnceBIoCyvaiiHblii reHeparop?

. Yro Takoe kpunTorpadguyecku Oe30macHsIi regepatop?
. IlpuBenyTe mpuMepE! HCMOMB30BAHHS [ICEBIOCIYYaNHBIX YMCEN B KPUITONOTHH.
. Kaxue anroput™sl reHepaLyy [ceBaoCTyYyaiHbIX Yykcen BaM U3BeCTHBI?

Tunosrie BONpPoCkl KOHTPOJIBHOM PaGoTHI 10 Teme 4:

- Hazosure Tpu THIIa ayTEHTH)HKALHOHHBIX (HaKTOPOB.
. Iouemy neyxdakropHas ayTeHTHUKALM CHIIbHEE, YeM onHO(AKTOpHAs?

Tunoskie BONpPockl KOHTPOJILHOM paGoTLI M0 Teme S:

. Uto Takoe 3MeKTpOHHAas LM(pOBas IMOAMNMCH, KaKk OHA TIONY4aeTcs M

nposepsercsa?
Kakoga ponb B cuctemax DT dyHKUMH XIMIMPOBAHUS?
Tunosble BONPOCHI KOHTPOJILHOH paGoThI M0 Teme 6:

. B kakux pexxrMax MOXXET MCIIOJIb30BaThCsl Kpunrocucrema DES?
. Kaxue u3 peximon DES MoryT HCIonb30BaThCA 171 MPOBEPKU Ay TEHTHYHOCTH H

LeIOCTHOCTH IHdpoTekcra? |
B xakux pexcmax MOXeT HCnonb3osarses kpunrockctema TOCT 28147-89? Kak

B Hel 00eCreuBaeTest ayTeHTHUHOCTE B LEJIOCTHOCTD IHPPOTEKCTOB?

THNOBEIE BONPOCH! KOHTPOILHOM paGoTl no Teme 7:

. Kak npumengerca anropurm AES?

Kakue Bunel anroputma AES cyIecTryroT?

Tunosbie BONPOCH KOHTPOILHOI PAGOTHI 110 Teme §:

YTO NEMMT B OCHOBE aCUMMETPUYHOM KpunTorpaguu?

B u4éM o0coGeHHOCTM M OCHOBHEIE CQEpbl NPUMEHEHHS ACHMMETPUUHBIX
KpUIITOCUCTEM?

Ha y&m ocHOBaHa KpUNITOCTORKOCTE cucteM RSA U Anp-I'amang?

THunoBbIe BONPOCHI KOHTPOJLHOM PAGOTHI 1O Teme 9:

B 4&M npeumyImecTBO MOIX0Aa HA OCHOBE 3JUTUNTUYECKMX KPUBLIX B CPABHEHUH
¢ sazayeH axkrtopuzaunn yucna?

. Kakue CyLECTBYIOT crnocoGbl  MCTONb30BaHHsA QJUIMITHYCCKHUX KDHBBIX B

kpuntorpaguu?

THunoBkle BONPOCH! KOHTPOILHOM paboTel Mo Teme 10:

Kaxue criocoGer ayTeHTHOUKALMH MNONbE30BaTENel MOTYT NPUMEHATECA B
KOMITBHOTEPHBIX CUCTEMAX?

B 4€M 3aKJIH04aroTCS OCHOBHEIE HEIOCTaTKM NApONLHON ayTeHTU(BUKALMH U KAK



OHa MOXET OBITh ycUieHa?

3. Kakue 6uomeTpHYecKHe XapaKTepUCTHKU IIOJI30BATENICH MOTYT NPUMEHSTHCS
LU UX ay TeHTHQHUKALHH?

TunoBble BONPOCHI KOHTPOJILHOH pa6oThl Mo Teme 11:

4. TloueMy C MOMOIIBIO TONBKO IPOrPaMMHBEIX CPEACTB HEMb3s 00eCHeUUTh
HEeoOXOMUMYFO CTENeHb 3allUMEHHOCTH OT JIOKaIbHOr0 HECaHKLIHOHHPOBAHHOIO
OCTyIa K HHQOPMAIMK B KOMIIBIOTEPHEIX CUCTEMaXx?

5. B uéM 3akimodaercs NOCTATOYHOE yCIOBHE HAIEKHOHM MpOrpaMMHO-aNIapaTHON
3QLUMTEI OT JIOKAJBHOTO HECAHKLIMOHUPOBAHHOIO AOCTYIIa K MH(OpMaLmu?

6. B uéM coctosT (yHKUMH CPEACTB aHalM3a 3aIMMINEHHOCTH KOMITBIOTEPHBIX
CHCTEM M KaKOBBI UX OCHOBHEIE HEIOCTATKH?

2.1.2. 3amuTa 0T48TOB MO 1a00PATOPHLIM paboTam

IlpomMexyTOUHBIH  KOHTPONb  IJII  OLEHHMBAHMS  OCBOGHHBIX  YMEHHMI
JUCUMIIMHAPHBIX 4YacTed komrieTeHUMH (Tabn. 1.1) mpoBomutcs B (opme 3aimuThl
oTu&TOB 110 TabopaTopHEIM paboTam.

Bcero 3amanuporaHo 4 naboparophsie paboTsl. TUMOBBIE TEMBI JITAOOPATOPHBIX
pabot npusenens! B PI1/I.

3ammra nabopaTopHOH  paboTBl  NPOBOXMTCS  MHIOUBHAYaJBHO  KaXKIBIM
CTyneHTOM. TUMOBEIE IKana W KPUTEPUH OLIEHKHM MpUBeAeHEl B obmel yacty ®OC
6akanaBpCkol MpOrpamMMmel.

2.2. MeToanyecKkHe MaTepHaJibl, OnpeaesioliHe NPOLENyPhl OLEHHBAHUS
pe3yJabTaToB 00y4JeHHs M0 QUCLHUNIHHE

Jlonyck K MpOMEKYTOYHOH arTecTallMM OCYIIECTBIIETCA [0 DE3yNbTaram
TEKYIIEro M IPOMEKYTOYHOTO KOHTPONSA. YCIOBHUAMM JOIIyCKa SBJAIOTCS YCIEIIHas
chadya BCEX KOHTPONBHBIX pabor, oru€toB mno naboparopHeiM paboTam u
NOJIOKUTENbHAsA MHTErpajbHash OLEHKa 10 pe3yJibTaTaM TeKYIEro M MpOMEXKYTOYHOrO
KOHTPOJIA. )

[pomesxyTounas arrecrauus B 6 cemectpe, comacuo PITJI, nposogutes B BHAe
I depeHUHpOBaHHOrO 3a4éTa Mo AUCLIMIIIMHE.

Iopsinox mpoReneHMsI, KPUTEPHH OLEHKH PE3YJLTATOB CAAYM MPOMEXYTOUHOH
aTTeCTalll, a TaKKe NePeueHb TEOPETHUECKHX BOMPOCOB M THIOBBIX MPaKTHUECKHX
3aJlaHHi A7 MOATOTOBKH K NPOMEKYTOYHOH arTecTauuH AOBOLUTCS O0y4arommmes,
KaK MPaBUJIO, Ha MIEPBOM 3aHATHH M0 AUCLMIUIMHE U MOKET OBITh YTOYHEH HE MO3AHEE,
YeM 3a MeCsill 10 KOHTPOJIbHOTO MEPOTIPHUATHA.

2.2.1. TIpoueaypa mnpoMemKyTOYHOH arrecTauud 0e3 JONOJHUTENLHOIO
aTTECTALHOHHOIO UCNBITAHUHA

IIpomexyTouHas arrectaumsi MpoBOAWTCS B opMe nUPdEpeHIUPOBAHHOIO
3a4éra. IupdepeHMpoBaHHbIM 3a4ET MO TUCLMIIMHE OCHOBBIBAETCS HAa pE3YJILTATaX
BBITTOJIHEHHUST KOHTPOJIbHBIX pabOT W 3allUThl OTYETOB MO J1a0OPaTOpHBIM paboTaM Mo
JIaHHOW IMCLMIIMHE.

Ilpu HenmocrarouHOM oOXBaTe€ BCEX MOMYJEM MUCLMIUIMHEL NpPENbILy LM
KOHTPOJNEM BO BpeMsl OUP(EPESHLUMPOBAHHOTO 3a4€Ta MOXET  MPOBOOMUTLCS
JIOTIONTHUTENbHEIA KOHTPOIb.

Kputepun BbIBEAEHHS UTOTOBOM OUEHKM 32 KOMIIOHEHTHI KOMIIETEHLMI IIpu
NPOBENCHUM MPOMEXKYTOYHOW arTecTalMd B Buae IU(P(HEPEHUMPOBAHHOIO 3a4yéTa



npusesieHsl B 06mel yactu @POC HakanaBpckoil MpOrpamMMBl.

2.2.2. [Ipouesypa NpPOMEXYTOYHOH  ATTeCTAUMH C MpOBeleHHEM
ATTeCTALIHOHHOI0 HCILITAHHS

B otrmeneHBIX ciydasx (HampuMmep, B Cilyyae MepearTeCTalMd JUCLUTUIMHEL)
MPOMEXYTOYHAs arrecTauus B BUAE NUQPPepeHLMpOBaHHOro 3a4éTa MO JUCLMILIMHE
MOXXET NMPOBOMUTELCS C NPOBENEHUEM ATTECTAIIOHHOTO HCIBITAHUS, KOTOPOE BKJIFOYAaeT
Teoperryeckue Bonpocel (TB) mns mpoBepkH yCBOSHHBIX 3HAHHMN BCEX 3aABIIEHHBIX
JMCLHITHHAPHBIX KOMIIETEHLMH.

2.2.2.1. TunoBble Bomnpocel s Au(QepeHUHPOBAHHOrO 3a4éTa MO
JUCLHIIHHE

THnoBBIe BONPOCHI /ISl KOHTPO/IS YCBOGHHBIX 3HAHHUIL:

1. OCHOBHBIE MNOHATHA M ONpENENeHHs, OTHOCALIMECS K HH(OPMALHOHHOMH
O€30MacHOCTH: aTakH, YSI3BUMOCTH, MOJMTHKA GE30NaCHOCTH, MEXaHH3MBI U
CEepBUCHI H€30MaCHOCTH; KilacCH(HKAIIUA aTak; MOJEIM CETeBOM Oe30MacHOCTH H
6e30MmacHOCTH HHMOPMALMOHHOM CUCTEMBI
IoncTaHOBOUHBIE U NEPECTAHOBOUHBIE INMAPBI
HIudpsr Lesaps, Buxenepa, Bepuama
JlrckoBble mudpaTopsl
Hccnenosanus LlleHHoHa B o6nactu kpunrorpadyu
. HepackpeiBaemocts mindpa BepHama
. Paznuynpie cioco6b! co3MaHus IICEBAOCTYYaiHbIX YHCEN
. OcHOBHBIE MOHSTHs, OTHOCALIMECT K 00ECMNEUEHUIO LIEJOCTHOCTH COOBLIEHHH ©

nomometo MAC u x3m-byHKumi
9. Ilpoctere xaur-byHKUMK U CHIbHaA Xaw-GyHKLHa MDS
10.Cunsnste xsm-yukuuu SHA-1, SHA-2, TOCT 3411
11.0OcHOBHBIE NOHATHS, OTHOCAINHECH K 0OECMEYEHHIO LIEIOCTHOCTH COOGLIEHHH U

Berqucnennio MAC ¢ moMOIIBIO airOpHTMOB CHMMETPHYHOTO WH(pPOBaHHA,

xam-dyHKuui 1 anropurma HMAC
12.0cHoenele Tpebomanus k uudpOBBIM NOAMMCAM, NpAMad H apOHTpazkHad

uuporas noanucs, cranaaptel wudposoti noanucu I'OCT 3410 u DSS
13.0cHOBHEIE  MOHATHSA,  OTHOCAILMECA K  @IrOPHTMaM  CHMMETPHYHOTO
wugposanus: kmou wudposanus, plaintext, ciphertext
14.0Onpenenenne CTOMKOCTH airopuTMa, THIBI OIEpALHi, HCIIOJIb3YEMBIE B

JITOPUTMaX CHMMETPHYHOT0 MKH(pPOBaHMA
15.Cetp Detiturens
16.0cHOBHBIE MOHATHA ~KPUNTOAHANW3A, JMHEHHBIA ¥  JuddepeHIranbHLIii

KPHIITOAHATU3
17.0Onucanue anroputmor DES u tpoiiHoro DES
18.AnropurMbl  CUMMeTpUuHOro mudposanus Blowfish, IDEA, T'OCT 28147,

PEXKHMBI UX BBINONHEHHS
19.Crannapt xpunrorpaguieckoii samutsl AES
20.Anropurmbl Rijndacl 1 RC6. MaremaThueckue NOHATHS, JIEKALIME B OCHOBE

anroputma Rijndael. Ctpykrypa mudpa
21.Tlonsatna opHonanpasneHHOR (QYHKUMH M ONHOHANPABNACHHOH (GYHKUMH C

Jla3eHKoH

P NA LA LR



22.OyHKUMY AUCKPETHOrO JIOrapH()MUPOBAHHS U OCHOBAHHEIE HA HEH arOPHTMBL:
cxema Jluddu-Xennmana, cxema Onb-I'amais
23.Cxema RSA: anroput™ mudpoBaHus, ero 00paTUMOCTE, BONPOCH! CTOMKOCTH
24.MateMaTHUeCKUE MOHATHS, CBSI3aHHBIE C JJUIMITHUECKHMH KPHMBBIMM, 3ajaua
JUCKPETHOTO JIOrapu(MHPOBaHHUS Ha IIIMIITHYECKOM KPHBOI
25.Ananor anropurma Juddu-XenimaHa Ha SJUTMITHYECKH KPUBBHIX, aJrOpHTMa
UHPPOBOH TOINHCH HA SMIUNTUYECKMX KPHBBIX M alropuTMa mupOBaHHUS C
OTKPBITEIM KJTIOYOM MOTydaTens Ha JUTUITHUECKUX KPUBBIX
26.Criocobel HECaHKLIMOHUPOBAaHHOTO OCTYNa K HH(OPMALUH B KOMITBIOTEPHBIX
CeTsx
27.Knaccuduxaius cnocob0B HeCaHKLIHOHHPOBAHHOTO JOCTYTIA ¥ YKH3HEHHDIN [UKJT
aTax
28.Cnocobb! IPOTHBOAEHCTBUA HECAHKLIHOHUPOBAHHOMY MEKCETEBOMY JOCTYITY
29.DyHKILUH MEKCETEBOI0 SIKPaHUPOBAHUS
30.ITocTpoeHue 3aIUIIEHHBIX BUPTYAJIbHBIX CETEN
31.Crioco0s! co3nanus 3aMUIIEHHBIX BUPTYJILHBIX KAHAJIOB
32.0630p NpOTOKOIOB
33.MudpacTpykTypa Ha OCHOBE KPUNITOrpadpuu ¢ OTKPEITEIMU Kinouamu (MOK)
34.1ludpporsle cepTUdUKATEL YIpaBieHue UHDPOBLIME cepTHhUKATAMU
35.YnpaBieHue KIoyaMu
2.2.2.2. IIxaasl OLIEeHUBAHUS pe3yJiLTaToB obyueHus HA
auddepeHIMPOBAHHOM 3a4éTe
OueHka pe3yabTaToB 00y4eHHMs MO [UCUMIUIMHE B  (QOpPME  YPOBHS
CchOpPMHPOBAHHOCTH KOMIIOHCHTOB 3HAMb, YMemb 3aABJIECHHBIX NUCLIMIUIAHAPHBIX
KOMIOETEHLMH MpOoBOANTCA 10 4-X GaIbHOM LuKane OLCHHUBAaHH.
TunoBele ImKana M KPUTEPHH OLGHKH pE3yJbTaToB OOYYeHHMA MNpH  crade
nuddepenurposanHoro 3a4éta IUis KOMIIOHEHTOB 3HAMb U yMentt TPUBEAEHD! B 06Iek
yacti @OC 6akanarpckoit MPOrpaMMmel.

3. Kpurepuu oneHHBAHUS YPORHUS c(hOPMHPOBAHHOCTH KOMIIOHEHTOR U
JUCUMIUIHHAPHEIX KOMIeTeH Ui

3.1. Ouenxa ypoBHSI cOPMUPORAHHOCTH KOMIOHEHTOR JHCIMIIHHAPHBIX
KOMIIeTeHIu i

IIpu oueHke YpORHY CQHOPMUPOBAHHOCTU NUCLMITHUHAPHLIX KOMMETEHUME B
DPaMKax BEIOOPOUYHOrO KOHTPONS NpH AUbDEpeHUUpORAHHOM 2aUéTe CUMTAeTCd, UTO
NONY4eHHAA OYeHKa 3a KOMNOHEHm HpoBepsieMOu OUCYUNIUHAPHOU KOMAEMEeHYUl
o6obwaemca  Ha  COOMEEMCMEYIOWULl  KOMAOHEHM — 6CeX  OUCYUNTUHAPHBIX
KOMNnemeHnyutl, popmupyemoix 6 pamkax OanHoU yuebHoll OUCYUNIUHbL.

Ofwas oueHka ypoBHs CHOPMMPOBAaHHOCTH  BCEX  AMCLMIIMHAPHBIX
KOMIIETEHLMH MPOBOAMTCS MyTEM arperMpoBaHMs OLCHOK, IIOJYYEHHbIX CTYIEHTOM 33
Ka)XIbIA KOMIMOHEHT GOPMHUPYEMBIX KOMIIETEHIHH, C YUETOM pPe3yJIbTaTOB TEKYIIEro U
MPOMEXYTOYHOTO KOHTPOJI B BHAE MHTETPAJIbHOH OLEHKM MO 4-X GannbpHOi Mikane.
Bce pesyneTaThl KOHTPOJSL 3aHOCATCS B OLUEHOUHBIH JIMCT M 3alOJHSIOTCS
MpEenoaaBaTe/ieM Mo UTOraM MPOMEXYTOUHOH aTTecTaluH.

®opma OUEHOYHOTO JMCTAa M TPeOGOBAaHWS K €ro 3amloNHEHHIO MpPHBENEHB B



obme# yacti POC GakanaBpcKoi MpOrpaMMbL.
Ilpu QopMHpOBaHMM HTOTOBOH OLEHKM NPOMEXYTOYHON ATTECTALMH B BHIE

11 GbepeHLIMPOBAHHOTO 3a4ETa MCIIONE3YIOTCS THIIOBBIE KPUTEPUH, TNPUBEIEHHEBIE B
obweit gactr POC GakanaBpcKoit IPOrpamMMmel.



JlueT perncrpauuu u3MeHeHHui

Coaep:kaHne u3MeHeHH

Jara,
HOMeEP IPOTOKOJIA
3aceNaHuda Kadeapsl.
IMoanucn 3aBexyrmero kadeapoi

PaccmoTpeHa  BO3MOXHOCTH — MCIIOIB30BaHHS B
yuebHom npouecce JI®  TTHUITY  yueGHo-
mertoanueckux marepuanos [IHUITY no mucuun-
niHe «PaspaboTka cpecTB 3alKThl IPOrpaMMHOro
obecnevenusy» npu peanusauuu OITOIT ®IOC BO
1O HaNpaBeHKIO OaxajgaBpuara, peaiu3yeMoro B
JI® TTHUTTY B 2017-2018 yue6Hom rosmy:

09.03.01 Hugpopmamuxa u evivuciumensnas mex-
HUKA

[Tpunsaro peirenue:

. CuntaTe LeNecOOOPasHBIM NPHMEHEHHE Clle-
AYIOUIHX  KOMIIOHEHTOB  y4eGHO-METOJUYECKOTO
KomIuiekea: Padouas npoepamma, ymeepaicoénnas
16.09.2016  u gono oyenounvix cpedcms, ymeep-
oicoénnoeo 14.09.2016 oucyuniunwr «Paspaborka
CPEICTB 3alIUThI IIPOTPAMMHOTO OOECIIEUEHH .

2. Hexonst u3 0coOeHHOCTEH yueOHo-
METOAHMYECKOr0 # MAaTepHaIbHOTO OOecreueHus,
NPUMEHAEMBIX TE€XHOJIOrHH 00yueHHs, GopMbI Op-
raHu3aluu y4eGHOro npouecca, npohecCHoHaTb-
HOH HAINPABICHHOCTH MOATOTOBKH, BHECTH KOPpPEK-
THBBI B Pabouyio mporpammy aucUunimHbl Paspa-
OoTka CpelCTB 3allMThI MPOrPAMMHOr0 OGecreye-
HUST:

A) B paszene 6 [lepedens yyeGHO-METOAMYECKOTO
1 HHPOPMALIMOHHOTO 00ECNeUeHns Ul CaMOCTOs-
TEJbHOM paboThl 00YUaIOMIKXCA 110 AUCLUILIMHE,
noapasaene 6.1 Kapra obecrnieueHHOCTH qUCUHIIIIH-
HBI y4eOHO-METOAMYECKOH JIMTEPaTypoi 3aMeHUTD
HA HOBBIA

b) B monpasnene 6.3 Ilepeuens uu(GoOpMaLHOHHBIX
TEXHOJIOTHH, HCMOJB3YEMbIX [PH OCYLIECTBICHHH
00pasoBaTesbHOro Ipolecca Mo AHCLMILIHHE I,
6.3.1 Ilepeuens mporpaMmHOro oecredenus, B
TOM 9HCJIE KOMITBIOTEPHbIE 00y4YarolHe U KOHTPO-
JIMPYIOUIME [TPOrpaMMbl 3aMEHUTH HA HOBbI

B) B pazgene 7 Onucanue MaTepHabHO-
TEXHUYECKOE 00CCeueHne AUCLHILIHHBI, MOIpa3-
aene 7.1 CreunanusupoBaHHbIE Jadoparopun u
KJIaCChl MPOU3BECTH 3amMeny Tadnun 7.1 Cneuuanu-
3UpOBaHHbIE JIAOOPATOPUN H KIIACCHI

13.09.2017 r., mpotokon Ne 02

3aB. kadenpoi EH

E.H. Xamamuyposa

Cexperapsb 3acenanus kapenps EH

f//A.A. H]yxuna




6.1.Kapra ofecriedeHHOCTH y4eOHO-MeTOAUYECKOI TUTEPATYPOH AHCUUIIIHHDI
[lepevenb 0cHOBHOM U TOMOJHUTEILHON Y4eGHOH JAUTEPATY PbI, HEOOXOAUMOM IJisl 0CBOCHUS
AUCUHMIIIHHBI

2 1 o 2 §
= 5 o 2 bubanorpaguyeckoe onucaHue unanus (aBTOP, 3arjaBHe, BUI, Me- e 5 € | OcHoBHOII
‘é % z é CTO, U3/1-BO, IO/l U3AHMSI, KOJI-BO CTPAHHI) == \§ JIEKTOP
£|1° 2 222
OcHoBHas auTepaTypa
1. Menshukos B.I1. MndopmauuonHas Ge30MacHoCTs W 3allnTa HH- 10
(opmaunu: yued. nocobue Ans cTya. Bbicil, yued. 3asenenuit / B.I1.
Menbhukos, C.A. Kneiimenos, A.M. [latpakos; noa pea. C.A.
KneiimeHosa. - M.: Akanemus, 2006. - 332 c.
2. Xopes I.b. MeTomb! CPEACTBA 3aLUMThI HHOPMALIMH B KOMIIbIO- 23
TEPHBIX crcTemMax: yuyebHoe nocobue. - M.: UL «Axanemus», 2003,
2006. - 256 c., u.
HonosiHuTeNbHAs AUTEpaTypa
I. Tanaterko B.A. OcHOBbl HH(pOPMALUHOHHON Ge30MacHOCTH: Kype 23
Jexumit. - M.: MHTYUT.PVY, 2004 ~
S 2. Ewmenbanosa H.3. 3alnta WHGOPMAUKH B MEPCOHATLHOM KOMIIbEO- 2
S | 6 | 10uen. Tepe: yueb. nocobue ans cryn. CrO / H.3. Emensauosa, T.JI. [ap-
3 Teika, .U, [Tonos. - M.: ®OPYM, 2009. - 368 ¢.: ni.
DJIEKTPOHHbBIE PeCypChbl
. Axwmerosa C.I. HMHpopmaunoHHas Ge30NacHOCTb [3MeKTPOHHbII
pecype] - Msnmatenbctso [MHMITY, 2013. - Pexum moctyma:
http://lib.pstu.ru/elib
2. Komnaekchas cucTema 3aliuTbl WHGOPMALUMK Ha MPEATPUATHH
[3nekTponbii pecype] / A.B. Tlonmwkos, A.C. LlaGypos. -
WM3narenbetBo [THUITY, 2013. - Pexum  poctyna:
http:/lib.pstu.ru/elib
3. OcHoBbl MHQOPMALMOHHON 6€30MacHOCTH [3M1eKTPOHHBIH pecypc]
AH. [Hanunos, C.A. Jauunosa, A.A. 3opuH., -H31aTenbcrso
[THUITY, 2008. - Pexum goctyna: http://lib.pstu.ru/elib ]
COTJIACOBAHO: @n
3aB. OTJEJIOM HayuHOU GuOIHOTEKH / M.A. Manodeera
KnnrooGecrneueHHOCTh IUCLMITIMHB] COCTABIISET; &
- OCHOBHOM yueOHOH IuTepaTypoii: na 01.09.2017 — Gosee 1 ox3/00yu.
(4Keno. Meesiu, roa)  (9K3. Ha | oOyuaemoro)
- JIOTIOJIHUTENILHON yueOHOH IUTepaTypoH: na 01.09.2017 — Gonee 1 5k3/00yu.

(4ucio, mecsin, roa) (3x3. Ha | o8yyaemoro)

6.3 TlepeueHb HHPOPMAUMOHHBIX TEXHOJIOTHi, MCMOJAb3YeMbIX NPH OCyIIeCTBJICHUH 00pa3oBa-
TeJbHOr0 Mnpouecca mo AUCHUIIHHE

6.3.1 [lepeyeH» NporpaMMHOro oGecredeH s, B TOM YHC/Ie KOMINBIOTEpPHbIE 00y4aromue U KOHTPO-
JIMPYIOLIHE NPOrPAMMBI

Oracle VM VirtualBox 5.1.0 (CoGoano-pacrpoctp)
[Tporpammuerii kommekce Sentinel CRYPT (CeoGosHo-pacrpoctp)
Lazarus 1.6 (CBoSonHo-pacnipocTp) -

[Tporpammubiit kommiexke PGP (CeoGoano-pacmpoctp)

= L o =



7. OnucaHne MaTepuabHO-TEXHHYECK0e 00eceyeHmne ANCHMILUIMHLI, He00X0AUMoOe /LISl OCYIIECT-
BJIeHHs 00pa30BaTEJbHOIO MPOLecca M0 JUCLHILTHHE
7.1. Cienuau3MpoBaHHbIe J1a60PATOPHH H KJIACCHI

[Momemenus KosuuecrBo
No Ilaomans,
[punapae:xknocrs| Howmep 2 0Cag04YHbIX
IL.11. Ha3Banue M
(kadenpa) AYAUTOPHUH MecT

1| KoMmneroTepHslii kiace Kadenpa EH 103 B 111 42




JIneT peructpanuu n3MeHeHHH

Ne Copep:xanue H3MeHeHU [ara, HoMep IPOTOKOJIAa 3aceTaHU
ILIL. kadeapsl.
IMoanuck 3aBenyromero kageapoi
1 Wcxona u3 conepxanus YKasza
[IpesunenTa Poccuiickoit
@enepanuu ot 15 mas 2018 1., Ne215
«O cTpykType hemeparbHBIX
OpraHOB UCIOJHUTENHHOHN BIIACTH Y,
HA TUTYJIBHOM JIUCTE CTPOKY
«Mumcrep eso Ou6 PASOBAIILA 1 «31» aBrycra 2018 r., mpotokomn Ne 1
Hayku Poccuiickoit @enepanuny,
i;aMGHI/ITB cioBaMu «MHHHCTEPCTBO Jlorent ¢ 1.0. 3a5. xa b. EH
AYKH U BBICIIIETO 06pa30BaH1m g
Poccuiickoit ®egepanum» ",//”/_E.H. T —
2 Ha ocHoBanuu npukasza ot

29.06.2019 Ne209

«O peopranuzanuu B popme
cnusuus kadeapsr 'CO u xadbenpsr
EH», na nuctax 1 u 2 pparMeHTH
«ECTECTBEHHOHAYYHBIX TUCIIUILIIHHY,
3aMEHHUTH CIIOBaMH «00IMeHayIHbIX
THCIHIITHHY




Jlucer perucTpanuu u3MeHeHHu i

Ne Copnepixanne uzmeHenumii Hara, HoMep npoToKo.Ja 3acexanus
ILIL Kadeapsl.
Hoamucek 3aBexyromero kadeapoii
1| Cuurars nenecoobpasHEmM 28.08.2019, mpotoxkomn Nel
IPEMEHEHHE JAHHOI'O (OLIEHT C .0. 3aB. kad. OHJ]
anemenTa YMK/]I B 2019-2020 ~—7E. H. XamatnypoBa
y4. TOZy, B CBSI3U C 3THM Ha CKpeTapb 3acenanus kadenpsr OHJT
TUTYJIBHOM JIECTE CTPOKY % v~ [ JL.T'. BunekoBa
«JIriceBa, 2018» 3ameHnTH
cnoBamu «JIbiceBa, 2019
2 | B paznene 6 Ilepeuens 28.08.2019, mpotoxkomn Nel

Y4e0HO-METOAUYIECKOrO 1
HH(OPMAIOHHOTO
obecrieueHus i
CaMOCTOATENBEHOH paboThI
o0yJaroruxcs o
THUCLUILINEE, B TOApa3aelie
6.1 Kapra oGecreuennocTH
JUCHUILTUHEI [Tepeuens
OCHOBHOM U JTOTIOJTHUTENILHOK
JUTEPATYPBL, HEOOXO0IUMOI
JUISL A3YYEHHUS TUCIUILIAHEL,
3aMEHHUTh HA HOBBII

OLICHT C U.0. 3aB. Ka). OHJT
/—+E. H. XamartHyposa

er/Ta b 3acenanus kadeaprsr OHJJ
é’z/ / JL.T. BumbkoBa




6.1. Kapra obecneueHHOCTH Y4eOHO-METOAHMYECKOM JIUTEPATYPOHA  TUCHHILIHHBI
«PazpaboTka cpeacTB 3aIUTHI IPOrPAMMHOT0 0fecIey eHHsD»
Ilepevens ocHOBHOH ¥ JOMOJIHMTENbHOH y4eOHOH JIHTEPATYpHI, HeOOXOMMMOH IS
OCBOCHHUS JHCIHTLIHHBI

Hanpagnenue

CemecTphbl

Kon-Bo
CTYJIEHTOB

bubmnorpaguyeckoe onucanme u3nanust (aBTop, 3arJaBue, Bil, MeCTO, H3[1-BO, I'OJ
H3[aHHHA, KOJI-BO CTPAHHII)

Konnuectso

IK3EeMILJISIpOB

B OHOJIHOTEKE

OcHOBHO¥
JIEKTOP

09.03.01

12

OcnoBHas JuTepaTypa

1. Mensrukos B.I1. UHopManronsas 6e30macHOCTS U 3amuTa nHbOpMaImK : y4ed. mocodue
AIA CTy Q. BhICHI. y4e0. 3aBenennit / B.I1. Menprnkos, C.A. Kieitmenos, A.M. TTatpakos ; mox
pen. C.A. KneiimeHosa. - M.: Akanemus, 2006. - 332 c.
2. l'anatenko B.A. OcHOBEI WH(POPMALMOHHOH 6E30IACHOCTH: Kypc JIEKIMH. - M.:
HWHTVUT.PY, 2004.
3. Xopes IL.B. MeTozb! 1 cpeicTBa 3aIUUTE HHGOPMAIIH B KOMITBIOTEPHBIX CHCTEMAX: yaeOHOe
nocobue. - M.: UIT «Akanemusy, 2005, 2006..

HononuuTensHas JuTepaTypa
1. 3aroponuuii B.U. KommekcHas 3amuta MHGOpMAaIUy B KOMIIBIOTEPHEIX CUCTEMAX : ydeO.
noco6ue / B.W. 3aBroponsmii. - M.: Jloroc : [IBOIOJI H.A. Eropos, 2001. - 264 c.

2. Emenbsinosa H.3. 3amura nHGOpMALMU B MepCOHATHHOM KOMIBIOTEpe : yded. mocobue s
cryn. CIIO / H.3. Emenssiosa, T.JI. Ilapteika, M.H. Tlonos. - M. : DOPYM, 2009. - 368 c. : ui.
DJeKTpOHHBIE pecypehl
1.larmnos, A.H. MatemaTudeckie OCHOBBI KPHIITOJIOTHH M KPHITOrpadUuecKhe MeTombl H
cpenctea obecredenus HHGOpMaLHOHHOM Gesonachoctn/ A H. Jlanwmnos, E.JI. Kpotoga, FO.H.
JIumuy; TlepM. roc. TexH. yH-T. — DJIEKTPOH. BepCHsA Y4eGHOro MoCOGHs. - Ilepmb: U3a-Bo
IT'TY, 2008. - 364 c. - Pexxum mocTyma: http://elib.pstu.ru/view.php?fDocumentld=3173 s

CBOOOJHBIH.
2. Jlanmnos, A.H. IlpakTukym mno KypcaM «MaTeMaTHYeCKHE OCHOBBI KpHUIITOJIOTUW) H
«Kpurrrorpagudeckue MeTOmsl W CpeicTBa obecriedeHns MHPOPMALHMOHHONW 6e30MacHOCTHY/
A.H. Janunos, E.JI. Kporosa, YO.H. JIummu; Ilepm. roc. TexH. VH-T. — OJEKTPOH. Bepcus
yaebHoro mocobusa. - Ilepmp: Hsg-so III'TY, 2008. - 239 c¢. — Pexum JOCTyTIa:
http://elib.pstu.ru/view.php?fDocumentId=3189 , cBOGOIHEILL.
3.Axmerosa, C.I"MHbopMmauyonHas Ge3omacHocTh yueb. - Mertox. mocobue/ C.I. AxMeToRa;
Iepm. Harl. MCCIIEN. IONUTEXH. YH-T. — DNEKTPOH. Bepcus yue6HOTO mocobust. - Ilepms: U3a-Bo
IHUITY, 2013.- 123c. - Pexum nocryma: hitp:/elib.psturu/view.php?fDocumentId=307 ,
CBOOOIHBIN.
4. Hectepos, C.A. OcHOBBI MH(pOpMAMOHHOM Ge3omacuocta/ C.A. HecrepoB. —2 e m3n., crep.
— Ounextpon. Bepcusa ydeGumka. — CII6. : Jlamp, 2016. — 324 c¢. — Pexum JOCTyTa;
http://e.lanbook.com/book/75515 , o IP-anpecam xom. ceta [THUITY.
5.Kommiexkcras cuctema samuthl HEQOPMALMN Ha NPeANPHATHH|[ITEKTPOHHBIN pecypc]: MeTon.
ykasanus /A.B. Tlommkos, A.C. IllaGypos. _ Ilepms: MUsmatemscto ITHUITY,2013.-Pesxim
noctyna: http://lib.pstu.ru/elib, cBo6oHEIH
6.0cHOBBI MH(OPMANMOHHOH Ge30IaCHOCTH [sMeKTpOHHEIH pecypc]: yue6. mocoGue /A.H.
Hanvnos, C.A. [lanunosa, A.A. 3opun. - Ilepmp: Wznarenscteo ITHUITY,2008.-Pesxim
nocrymna: http:/lib.pstu.ru/elib, ceo6onHsIH
4.Jlumu, YO.H. Basel nanubix W 3HaHHM. Yipanenue 6asamu M 3aImuTa HHQOpPMALIY: yueo.
nocobue [snextponnsiit pecypc] / FO.H. Jlunun. - Tepmb: H3a-Bo IlepM. ToC. TexH. YH-Ta,
2008. - 190 c. -Pexxum nocryma: http://lib.pstu.ru/elib, cBoGoaubIi

Ilepuonnyeckue u3nauus
1.Computational nanotechnology M3n-Bo IOp-BAK Apxws HoMepos ¢ 2014-2019 r.Pesxum
mocrymna: https:/e.lanbook.com/journal/2362?category=1537, mo IP- ampecam KOMITBIOTEPHOM
cetu [THUITY
2. IlporpamMmubIe TIPODYKTBI M CHCTeMBl U3natenscTBo HayuHO-HCCIe0BATENbCKHI WHCTUTYT
«lentpnporpammcucteM» . ApxuB  HoepoB  c1988-2019 rr. Pexum JOCTyma:
https://e.lanbook.com/journal/2276?category=1537 mo IP- ampecam KOMITBIOTEPHO#M  ceTH
IMHUITY
3.Bectauk TTHUITY. DnekTpoTexHuKa, HHGOPMAIMOHHbIE TEXHOIOTHH, CHCTEMBI yIpaBIeHUA
[Texct]: Hay4HbId penieH3UpyeMBblit sKypHan. Apxus HoMepoB 2010-2016 rr. - Pexim JOCTyTa:
http://vestnik.pstu.ru/elinf/about/inf/ , cBo601HEIIL.
4.Mup IIK: xypHan ans monb3oBaTelnei IepCOHANBHBIX KOMIBIOTEPOB/YapemuTens International
Data Group. — Apxus HOMepoB B poune OHB JI® ITHUITY 2011-2017 rr.
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5. CHCTeMHBIH aJIMUHHCTPATOP: EXEMECSYHBIM >KypHAT, BKIIOYEH B IIEPEYEHb BEIYLIUX
penensupyembix KypHanos BAK MunoOprayku P®/Usmatens OO0 «M]] IlomoxeBen wu
IapTHepbD». — ApXUB HOMEPOB B horne OHB JI® ITHUITY 2013-2017 .

6. Chip: xypHan uHGOPMAIMOHHEIX TEXHONOTHH/ YupenuTens 1 u3nateas 3A0 «U3naTenbekuii
Hom Bypna». — Apxu Homepos B porne OHB JI® ITHUITY 2011-2018 rr

{

COI''TACOBAHO:
3aB. OTZIEIOM HAy4YHOM GHOIHOTEKH
Kurroobecne4eHHOCTh MUCIHMILIHHEL ¢OCTABIIS . g
- OCHOBHOH y4eOHOit uTeparypoit: " —ga-01:09:2019—665ee 0.5 3x3/00y4.
(amncro, Mecaw, rom) (3k3. Ha 1 00y4aemoro)

- JOTIOJTHUTENILHOM y4eOHOM TuTepaTypoii: Ha 01.09.2019 - 6oxee 0,25 5kx3/06yH.
(umcno, mecal, rox) (3k3. Ha 1 0Gyuaemoro)

CJLA, éiperBa




JIner perucrpanuu u3MeHeHHH

Ne Conep:xanne n3MeHeHHH JlaTa, HOMep MPOTOKO.IA 3acCeqAHNS
IL.11. kadenpsi.
Hopnuce 3aBexyromero Kadeapoii
1 Cuurats 1enecoobpasHeiM 31.08.2020, mpotoxon Nel
IIPEMEHEHHUE JaHHOTO OILICHT € H.0. 3aB. kad. OHJ]
anemenTta Y MKJI B 2020-2021 / E. H. Xamatayposa
y4. TOZy, B CBSI3H C 3THUM Ha KpeTaph 3aceganus kadempsr OHJT
TUTYJIBHOM JIMCTE CTPOKY / O.H. Kapcaxosa
«JIpiceBa, 2019» 3aMeHUTH
crmoBamu «JIbicnsa, 2020»
2 | B pazmene 6 Ilepeuens 31.08.2020, mpotoxon Nel

Y4Ee0HO-METOIUUECKOrO U
HHQOPMALIMOHHOIO
obecriedeHust sl
CaMOCTOATENBHON paboThI
o0yJaronmxcst 1o
JUCLIUIUIMHE, B ITOApa3eiie
6.1 Kapra obecnieyennoctu
JUCLHUIIIUHEI [lepeyeHp
OCHOBHOM U JIONIO/THUTEBEHOM
JIUTEpaTyphbl, HeOGXOAUMOMA
JULSL U3YYEHUS AUCLVIUIHHEL,
3aMEHUTHb HA HOBLII

OJEHT C 1.0. 32B. kad. OHJ]
/ E. H. XamaTtHyposa
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6.1. Kapra obecnedeHHOCTH Y4eOHO-METONUYECKOH JIMTEPATYPOH JUCHHUIIUHBI
«Pa3zpaboTka cpeacTB 3aMUTHI POrPAMMHOI0 00ecnedeHusD
Ilepeyens ocHOBHOII W JONOJHHTEILHOH Y4eOHOH JUTePATYphl, HEOOXOTMMOHN ISt

OCBOCHHUSA THUCHHUIIJIHHDbI

Hanpapnenne

CemecTphl

Koa-Bo
CTYAEHTOB

butmuorpaduyeckoe onucanne u3nanus (aBTop, 3arjaasue, BU, MECTO, H3-BO, Tl
U3IaHHS, KOJI-BO CTPaHUI)

KonnyectBo

IKIEMILJISIPOB

B OMOHOTEKE

OcHOBHOIT

JIEKTOP

09.03.01

OcunoBHas JuTepaTypa

1. Menbrukos B.I1. MnpopmarmonHas 6€30macHOCTb U 3amuTa MHGOpMAaLKy : yueb. nocobue
UL CTY ). BBICI. y4eb. 3aBenenni / B.IT. Mensrukos, C.A. Kielimenos, A.M. [Tatpakos ; mox
pen. C.A. KieliMeHosa. - M.: Axamemus, 2006. - 332 c.
2. Tanarenko B.A. OcHOBBI MH(}OPMALMOHHOM 6€30MaCHOCTH: KypPC TEKIHH. - M.:
HHTVYUT.PY, 2004.
3. Xopes I1.b. MeTone! 1 cpeacTa 3aluThl HHPOPMALMK B KOMITBIOTEPHBIX CHCTEMAX: ydeOHoe
nocobue. - M.: U1 «Akagemus», 2005, 2006..

JononnuTenbHAast MTUTEPaTypa
1. 3aBroponnwuii B.1. KomnnekcHast 3amura HHQOPMAIUK B KOMITBIOTEPHBIX CHCTEMAX yue0.
riocodue / B.M. 3aBropoanuii. - M.: Jloroc : [IBOIOJI H.A. Eropos, 2001. - 264 c.

2. Emenbsinosa H.3. 3ammura nndopmaryy B IepcOHATBHOM KOMIBIOTEPE © yueb. mocoGue s
cryn. CIIO / H.3. EmenbsHoBa, T.JI. [apteika, 1.W. Ilonos. - M. : ®OPYM, 2009. - 368 ¢. : un.
DJIEKTPOHHBIE pecypehl
1.lanunos, A.H. MaremaTideckue OCHOBBI KPUIITONOTMM M KPUITOTpadUdecKHe METOIBI |
cpenctea obecnevenus uHGopmManuonHoi GezomacHocty/ A.H. Hanwmmos, E.JI. Kporosa, FO.H.
JIumun; Ilepm. roc. TexH. yH-T. — DJIeKTpoOH. Bepcus yueGHOro mocobus. - Ilepms: U3n-Bo
II'TY, 2008. - 364 c. - Pexum nocryma: hitp:/elib.pstu.ru/view.php?fDocumentld=3173 ,

CBOOOIHBII.

2. lanunos, A.H.IlpakTukyM 1o kypcam «MareMaTH4ecKie OCHOBBI KPUITONOTHH» U

«Kpunrorpapuyeckue MeTonpl U cpeacTBa obecrieuerus MHPOPMALMOHHON 6Ge30MacHOCTIN/

A.H. Nlanunos, EJI. Kpotosa, FO.H. Jlmmun; ITepM. roc. TexH. yH-T. — DIeKTPOH. BEpPCHs

ydebHoro rmocobus. - Ilepmp: HMsg-so IIITY, 2008. - 239 c¢. — PexuM jocryma:

http://elib.pstu.ru/view.php?fDocumentId=3189 , cRoO6OIHBIIA.

3.Axmerosa, C.I"MudopmarmonHas GesomacHocTbyueb. - meton. mocobue/ C.I. AxMeTosa;

IlepM. Haw. HCCHEN. MOMUTEXH. YH-T. — DNEKTPOH. BepcHs yuebHOro nocobus. - Iepmb: M31-Bo

ITHUITY, 2013.- 123c. - Pexum nocrtyma: http://elib.psturu/view.php?fDocumentld=307 ,

CBOOOIHBIN.

4.Hectepos, C.A. OcuoBbl uHpopmaLmorHol GezomacHocti/ C.A. Hectepos. — 2 e U3, cTep.

— OUNeKTpoH. Bepcust yueOmuka. — CII6. : Jlamp, 2016. — 324 c. — PexuM nocTyma:

http://e.lanbook.com/book/75515 , mo IP-ampecam xomi. cetr ITHUITY.

5.KommuiekcHas cuctema 3auThl MHQOPMALMK Ha NIPEANPUATHI[3TEKTPOHHBIH pecype]: MeToL.

ykaszanus /A.B. Tlommkos, A.C. IllaGypos. _ Ilepmb: Mzpatensctso ITHUIIY,2013.-Pesxum

nocryma: https://elib.pstu.ru/docview/?fDocumentld=226, cBoGoHbI

6.0cHOBBl MH(OPMANMOHHON 6e30aCHOCTH[IIIEKTPORKBI pecypc]: yde6. mocobue /A.H.

Hanunos, C.A. JlamunoBa, A.A. 3opun. - Ilepmb: Hzmatemscteo ITHUITY,2008.-Pesxum

nocryna: https:/elib.pstu.ru/docview/?fDocumentld=521, cBo60aHbIit

7.JInmun, YO.H. Basbl naHHBIX ¥ 3HaHUHA. YIpaBiieHne 6a3amu ¥ 3au1uTa MHGOPMAIMK: y4ueb.

nocobue[anexrponnsiit pecypc] / F0.H. Jlunun. - Ilepms: Usn-o IlepM. roc. TexH. yH-Ta,

2008. - 190 c. -Pexum pocryna:https://elib.pstu.ru/docview/?fDocument]d=2299, cBo60aubIH
Ilepnoanyeckue u3ganus

1.Computationalnanotechnology M3n-so IOp-BAK Apxu Homepos ¢ 2014-2019 r.Pexunm

moctymna: https://e.lanbook.com/journal/2362%category=1537, 1o IP- ampecam KOMIBIOTEPHOI

cetu ITHUITY

2. IIporpamMMHbIe MPOIMYKTHI M CUCTeMbI M3naTensctBo HayduHo-uccnenoBatebCkuii MHCTUTYT

«eHTprnporpaMmmcucTeM» . ApxuB HOEpOB c1988-2019 IT. Pexum

noctymna:https:/e.lanbook.com/journal/2276?category=1537 mo IP- ampecam KOMIIBIOTEpHOL

cetu [THUTTY

3.Bectuuk [THUITY. DnekTpoTexHuka, HHQOPMAIMOHHBIC TeXHONOTUH, CUCTEMbI YTIPaBICHHs

[Texct]: HayuHbIH PEUEH3UPYEMBIH XKypHAIL. ApXus HOMepoB 2010-20191T. - PesxiM mocTyma:

http://vestnik.pstu.ru/elinf/about/inf/ , cBO60AHBIIA.

4Mup TIK: >KypHan mula Mo/ib30BaTeiieil  MEPCOHAIBHBIX  KOMIIBIOTEPOB/YupeuTens

InternationalDataGroup. — Apxus Homepos B donne OHB JI® ITHUITY 2011-2017 rr.
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5. CuCTeMHBI aIMHUHHUCTPATOp: €KeMEeCSIUHbIH KypHajl; BKJIOYEH B IIEpEYEHb BEIYLINX
peneHsupyembix kypHanoB BAK MunoOpuaykun P®/Mzmarens OO0 «UJI IMonoxeren u
NapTHEpbD). — Apxue HoMePoB B oune OHE JI® ITHUITY 2013-2017 IT.

6. Chip: sxypHan WHGOPMALOHHBIX TEXHONOrHH/ Y upenuTens u u3natens 3A0 «M3parenbckuit
Hom Bypnay». — ApxuB HOMEpOB B g)on/:[e OHB J_I(D ITHUITY 201] -2018 Ir

?

COI'JTACOBAHO: [ o0 : / |
3aB. oTHENOM HayuHOU OMOIHOTEKH | @4/ - JLA. CprFOBa
KuuroobecneyeHHOCTS MCITHIIITHABL COCTABHSIET: . -
- OCHOBHO# y4eOHOMN JIUTEpaTypoi: Ha 01. 09 2020 6onee 1 5K3/06y1.
(uucno, mecsw, rom) (33. Ha | 00yuaemoro)
- JIONIONTHUTENBHOM y4eOHOH MuTepaTypoii: Ha 01.09.2020 - Gonee 1 3x3/06vyu.

(4mcro, Mecsity, ron) (3k3. Ha 1 00y4aemoro)




JIHCT perncrpanuu u3mMeHeHuit

No

..

Conepxanue A3MeHeHHI

/laTa, HoMep MpoTOKO/IA 3aceNanus Kadeaphl.
ITopqnucs 3aBenyromero kadenpoii

Bo ucnonnenue myukra 16 npukasa ot
07.04.2021 roga Ne 24-O

«O co3gaHuH aBTOHOMHOTO YUpPEXKIACHHUSA

ITyTEM M3MEHEHUS THITA
CYIIECTBYIOLIETO YUPEIKIESHH, HA
TUTYJIBHOM JIUCTE CTPOKY
«JIBICEBEHCKHI (una
deneparbHOTO rocy 1apcTBEHHOTO
OrOJUKETHOr0 00pa30BaTeNbHOTO
YUPEKICHHS

BBICIIETO 00pa30BaHUSY» H3JI0KHTH B
cleayromei peraknuu
«JIpicbBeHCKHA# QuiIHAN
¢enepannHOro rocynapcTsenHoro
aBTOHOMHOT0 00pa30BaTE/ILHOIO
YYPpexRIeHust

BBICIIEro 00pa3oBaHHsI»

«Z8»_O6 20&7r., nporokon Ne39

éjﬂﬂo HEHT C U.0. 3aB. kad. OHJ]
%"{éﬂﬁ' E.H. XamaTtHypona






